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Abs nisations have become ever more reliant on computer systems to function. This makes the data

col sources such as customers, suppliers and partners, extremely valuable to the organisation and needs to
be carefully managed and protected. It is crucial that devices, systems and data remain secure, Maintaining
Confidentiality, Integrity and Availability, which is the cornerstone of Data Security, Governance and Compliance is

crucial for organisations.

The aims of this paper are two-fold. Task 1 to research security frameworks and models to gain knowledge of
frameworks and undertake an analysis of what they are, how they are implemented and the benefits they can
provide. In addition, any shortfalls will also be identified. Task 2 of this paper will design an infor mation security
system for an organisation outlining how to apply these frameworks and also provide recommendations to secure
their devices, systems and data. Task 2 will also analyse and critique the need to maintain and regularly update

regulations and standards.

A literature review was conducted utilising credible sources such as peer reviewed papers, textbooks, governmental
and industrial resources. The framework developer’s websites, and information management consultancy firms were
also used. Three of the most respected and widely used frameworks within the United Kingdom were selected. These
were namely ISO/IEC 2700, ITIL and COBIT. Additional frameworks and standards were researched during the

design and recommendation stage of this paper.

Several security frameworks have been developed, each with their own merits. Once implemented, these frameworks
benefit an organisation by improving their cybersecurity posture, securing data by implementing data governance
principles, ensuring that systems are properly configured and maintained to a high standard. Frameworks can also
identify and manage risks, whilst others can foster an environment of continual improvement.

Some shortfalls were identified. Implementing frameworks can be costly due to factors such as recertification
requirements and potential consultancy fees. They can also be complex requiring staff to embrace the framework

potentially with the need for training.

For an organisation to achieve Confidentiality, Integrity and Availability of their data several recommendations were
identified. These include a multi-framework environment which provides an overarching cybersecurity solution
resulting in a defence-in-depth approach. The implementation of policies that meet the NIST standards is crucial to
safeguard devices, systems and data. Ensuring that staff utilise devices appropriately, and systems are configured
and maintained correctly will be paramount in securing data. It is crucial that an organisation complies with
regulations, wherever they operate globally and that they keep abreast of any changes in regulations as and when
laws are reviewed and updated. Failure to do so will result in fines incurring costs to the company and potentially

court proceedings.

I Introduction

Nature Garden (NG) is a multinational company,
where data security and the protection of Intellectual
Property (IP) is of paramount importance. However,
there are currently no security policies in place
leaving them susceptible to cybersecurity threats
such as data breach/loss and system compromise.

Task 1 of this assignment will research security
frameworks and models to identify their approach,
scope, processes, and outline the
advantages/disadvantages of each.

Task 2 will utilise the knowledge gained from
research conducted in task 1 to design an InfoSec
programme for NG that will meet and exceed the
requirements of the organisation. A set of
recommendations will also be made with the aim of
drastically improving the cybersecurity posture by
implementing data governance securing data and
assets.

The report will also critically evaluate why it is good
practice to have new or updated regulations and
standards.




Task 1 Research into Security Frameworks

T1-1: International Standards Organisation
(ISO) / International Electrotechnical
Commission (IEC) 27000 Series

The ISO/IEC is a non-governmental, independent,

standards development organisation established in
1946. They provide standards that [1]:

*  Are recognised globally
s  Set benchmarks
¢ Provide practical solutions

The ISO/AEC 27000 is a framework of standards
relating specifically to Information Security
(InfoSec) Management Systems (ISMS) (See
Appendix Al.1). It provides guidance on InfoSec
management ensuring data confidentiality, integrity
and availability, (known as the CIA triad, see
Appendix Al.2), is maintained. [2] [3].

The ISO/IEC 27000 series evolved from the British
Standard (BS) 7799-1:1995 [4] [5]. The BS7799
later published as the ISO/IEC 17799:2005 was one
of the first standards in the [SO27000 series [4].

The BS7799 was originally in three parts, which
have now been incorporated into the ISO/IEC 27000
family, see Table 1.

Table 1: BS7799 Incorporation into the ISO/IEC 27000 series [3] [4] [3] [6] [7] [8] [9] [10] [11]

BS Number  [ISO Number |Title

Subject Area

857799 - Part1|I50/IEC 27002 Information Security Controls

Information security, cybersecurity and privacy protection jAccess Control, Cryptography, Human Resource Security,

Best practices and Security Control objectives. Key areas
covered

Incident Response.

Can serve as a practical blueprint to secure Information assets

BS7799 - Part 2 ISO/IEC 27001 | Information Security management systems -
Reguirements

Information Security, Cybersecurity and privacy protection

Standard for Information Management Systems (ISMS), defining
requirements 1SMS must attain.

BS7799 - Part 3 (ISO/IEC 27005

Information security, cybersecurity and privacy protection {Guidance on perferming Security Risk assessment, treatment
Guidance on managing information security risks

Used to address security risks.

and management.
Fulfills requirements of ISO/IEC27001

This framework now incorporates over fifty distinct
standards encompassing a wide range of InfoSec
areas.

The framework covers many security areas;
however, it is impossible to evaluate every
standard.

This report will focus mainly on ISO/IEC 27001
that provides a set of requirements for ISMS and
comprises of 14 categories see Figure 1 (Fig.1) and
Table 2 [12][13]:
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Figure 1: 14 categories of ISO/IEC 27001 [14]




Table 2: ISO/IEC 27001 Categories (3] [6] [9]

Category

Purpose

-y

Information Security Policies

Clarifies InfoSec objectives - Shouldinclude metrics for ensuring
Confidentiality, Integrity and Availability. Should also inchude
ongoing continual improvement.

[

Organisation of information security

Outlines how InfoSec should be implemented within an
organisation to ensure data should be managed and secured
internally. This caninclude: Mobile device policy (Including Bring
Your Own Device (BY0D)), Teleworking - waorking from Home
[WFH).

()

Human resource security

This would include Non Disclosure Agreements (NDA) so that
information remains confidential. Background checks,
Onboarding/Offboarding. Job rotation, separation of duties and
mandatory vacations.

Identification, and management of assets is crucial. So that they

4| Asset Management are maintained properly, and are disposed of securely at the end of
their use.
This ensures that only authorised users have access to data and
S|Access control semvices thatthey are authorised to access. This maintains the

confidentizlity and integrity of the data.

Cryptography can be used to maintain information confidentiality
sothat data is stored o transported in an encrupted form. Also this

t
6{Croptography cruptography can be used for non-repudiation in the form of digital
signatures.
This would include Physical locks on Metwork Room ! Server Room
doors, CCTV, Security Personnel, Secure destruction of data. Also
7|Physical and erwironmental security Erwironmental aspects such as ensuring a safe and stable power

supply for servers. Implementing devices such as Uninterruptible
Power Supplies (UPS) or generators.

Operations security

Provides guidance on day to day InfoSec tasks, and caninclude:
Documenting opetating procedures so that a standard approach is
used across the organisation. Change management
implementation, Malw are controls, Backup regimes, Clock
synchronisation, Log management, softw are installation and
restrictions on who can install softw are

Communications Security

Focuses on Metwork security management, Firew alls, Intrusion
DetectioniPrevention Systems (IDPS), Network segmentation,
Demilitarized Zane (DMZ).

10

System Acquisition, development, and
maintenance

This ensures security requirements and security controls are part of
any new system acquisition. Also ensures thatif an organisation is
developing their awn softw are that a secure development palicy is
implemented. This category also ensures that system acceptance
testing is undertaken,

1

=

Supplier Relationships

Supplier relationships are crucial as an organisation must source
theit equipment from a reputable company to avoid supply chain
attacks. Also maintaining a good working relationship with the
supplier will help with resolving technical issues or replacing
devices.

12

Information Securityincident
man agernenl

This category focuses on Incident Response Planning (IRF),
defining roles, responsibilities and procedures. Also processes for
reporting security events, isolation/containment, service
restaration and after action reports to learmn from incident. How
incident ocourred, what improvements can be made.

13

Information security aspects of business
continuity management

Outlines how an organisation can continue te function during a
disaster [be it naturali.e. looding or man made i.e. data breach or
ransomw are sttack) or 3 crisis.

1

Compliance

Ensures Organisation complies with Internal Policies, and Laws
where the business operates.

Annex A of the ISO/IEC 27001 standard, provides
an overview of security controls [15]. However,

ISO/IEC guidance

27002,  provides

implementing security controls [16].

27001:
on

Fig.2 Shows the major process steps of ISO/IEC




Step Deliverables
Obtain management support
, ) Project plan (optional)
=) Establish the pject (optional) femsp Budget: Human Resources plan
List of interested parties, legal,
== Identify requirements |  requlatory and contractual
requirements
Information security policy and
- Dfﬂ:.;;m mi’l?&ﬁ?: ' | scope document information
5 o security objectives
8 Procedures for document
g la=p»| Implement support procedures feegm!  control, internal audit,
E r] corrective action (optional)
- : Design the plocess of risk . Risk assessment methodology,
é assessment and treatment risk acceptance aiteria
E Risk assessment table,
Perform risk a§sessment and risk treatment table,
g -» treatiment risk assessment and treatment
_g report
8 Develop a secusjty profile of the -
B [ mmr:ny | Statement of applicability
0 Accept residualjrisks & develop .
Z Risk treatment plan;
£ [ 3 plan fey control = acceptance of residual risks
£ implemgntation
Z  |ag=p»| Implement all réquired controls ]  Records of implementation
2 —
5 e Perform training and awareness > Training records
B programs
= Various records required by
EE o o —
S Operate the ISMS ISMS documentation
| Conduct infemal audit — 'néf;?:clt;idg&%’;m
| === Management review @] Management review minutes
- Stage 1 certification audit’ . Stage 1 audit report;
(Doc review) corrective actions™
Stage Z certification audit’ Stage 2 audit report;
- (Main audit) ’ corrective actions*

R R R

Monitoring and measurement and records of the results

* Mandatory for organizations undergoing certification

Figure 2: ISOUEC 27001 major process steps [12]

Annex A has 93 security controls split into four
domains see Table 3: [16] [17] [18] [19]:

Table 3: ISO/IEC 27001 Annex A [19]

Subject area

Organisational Controlls

Policies, Rules, Processes, [
classification of informatior

People Control

Human Resources, Pre-Emp
Agreements (NDA), Reportin
Awareness programs and tri

Physical Controls

Physical locks, Security Peril
protocols, clear desk policy,
disposal.

Technological Controls

Authentication, Malware prc

(Segreagation, Firewall rules




The standards of the ISO/IEC 27000 framework can be used in unison to further enhance the cybersecurity posture
of an organisation [6] [7] [8] [20] [21]. Fig.3 show an illustration of this:

ISO 27001: Information security, cybersecurity Eivon
and privacy protection — Information security

management systems — Requirements

qui on best practice. It defines
the Securi

System I{SMS) should strive to obtain. This can be
ﬂu.qmuasasln'hrqmtwmagmsaimmm
to implement Data Security / Data

15027005 Provides g on
Security Risks. This will include conducting Risk
Assessments and Traﬂmant of any risks found.This is @
process of conti and i
seﬂdlmimnsksinddumﬂywnmhudsstnhm
Vulnerability Assessment

ISO 27005: Information security, cybersecurity
and privacy protection — Guidance on
managing information security risks

ISO 27002: Information security, 1SO27002 Provides 9 on best practi
for improving an ISMS. It defines practical control
measures to either mitigate or counter vulnerabiliies and
nskslolfnolgmsuhm‘slsms It can be thought of as.

for an ion seeking to secure
therr information systems from cyber attacks.

cybersecurity and privacy protection —
Information security controls

Figure 3: ISONEC 27000 Standards working in unison

The process outlined in Fig3 enables an This framework is a golden standard used by

organisation to continually monitor its cybersecurity
posture. It proactively detects and resolves
vulnerabilities rather than reacting to cybersecurity
incidents.

organisations seeking guidance on how best to
secure their IT systems. The ISO/IEC conduct an
annual survey showing the number of certifications
attained by organisations. The latest statistics are in

. L . Table 4.
This approach allows an organisation to selectively
implement some, or all standards of the framework.

Table 4: ISO/IEC 27001 certifications 2022-2023 [22] [23]

ISO/IEC 27001 Standard
Number of Certificates [Number of Sites
37,766 66,101
47,291 79,213

Year
2022
2023




Table 4 shows an increasing trend in the adoption of
the ISO/IEC 27001 standard [24]. This certification
provides a  benchmark for  organisations
demonstrating the highest security standards have
been implemented for their ISMS. [25]. According

This gives customers, suppliers and other
organisations confidence that their data is secure and
gains trust which is crucial when large financial
transactions are in play. The benefits and drawbacks
of implementing ISO/TEC 27000 are outlined in

to the BSI, certification can reduce business risks by
75% [17].

Table 5:

Table 5: Analysis of ISOAEC 27000 [3] [26] [27] [28] [29] [30] [31] [32] [33] [34] [35]

Advantage

Disadvantage

ISONEC 27000 is a mature framework, well respected and globally renowned. Atried and
tested framework cumently in use by many ¢ 15 today.

ISO/IEC 27001 can be costly to implement compared to other frameworks. For
example NIST CSF is free and without time limits.

Auditing / preparing for certification can uncover potential InfoSec/Cybersecurity issues.

Potential third party consultancy costs - Daily fee of approximately £1,250

Following the ISO/IEC 27000 framework guidance will improve the cybersecurity posture of the

0 jon. Providing guidance on a whole slew of areas.

Costs include auditing required for ISO/IEC 27001 certification, surveillance auditing
to ensure that standard has been implemented properly.

ISOAEC 27000 can be used selectively - organisations are able to implement only some of the
standards within the framework.

Costs Increase depending on the size of the business. Can range from £6,000 to well
over £30,000.

ISOAEC 27000 can be used selectively - organisations are able to implement only some of the
standards within the framework.

Time required by staff to prepare for certification / recertification. Prepare for security
audits.

ISONEC 27000 Demonstrates a commitment to ensure data security. Providing confidence in
the on for customers and suppliers - maintaining the CIA triad.

Leading to ISO/IEC 27001 Standard has recently seen a slight decline with some
organisations that are not highly regulated

Organisations can obtain ISO/MIEC 27001 certification a globally recognised golden standard in
InfoSec and Data Governance.

ISQYIEC 27001 requires recertification required every three years.

ISONEC 27000 standards can be used together:

ISONEC 27001 to set out the 1ts of the organisation
ISONEC 27005 to Implement Risk management,

ISONEC 27002 to implement controls to mitigat iminate risks.

Companies that implement IS0 27000 framework are able to identify risks early and put
measures in place to resolve them.

Allows for better integration of systems as IS0 27000 standardises systems.

It is possible to integrate ISO/IEC 27000 with other frameworks. It is commonplace for
organisations to implement parts of the ISO/IEC 27000 framework alongside other frameworks

Implementing ISO/IEC 27000 and gaining ISO certification could improve the chance of
winning government and other lucrative contracts.

The ISOAEC 27000 framework is continually improving, with new standards being added as
required to keep pace with changing threats, and business needs,

A few potential benefits of following ISO/NEC 27000 guidance: *Placing preventative measures
in place, to stop a cybersecurity attack.

*Risk Management to assess any potential threats so that they can be mitigated or eradicated.
*Security controls to improve the security of Network, Server infrastructure, applications and
end user equipment.

*Incident response, guidance on Indicators of Compromise {IOC)

*Digital Forensic analysis, Electronic Discovery (e-Discovery) process

In summary, ISO 27000 is a globally recognised and
respected set of standards. Implementation of this

required,
worthwhile investment. It can help to avoid financial

some organisations see this as a

framework improves cybersecurity, follows industry penalties [36], also the additional security
recognised practices, identifies potential risks, puts accreditation may allow for more lucrative
security controls in place to mitigate risks. Although contracts.

it can be costly to implement, and recertification




T1-2: Information Technology Information

Library (ITIL)

ITIL is a service management framework of best
practices for Information Technology (IT) service
delivery. ITIL was first developed in the 1980s by
the Central Computer and Telecommunications
Agency part of the UK Government. ITIL was
acquired by Axelos in 2013 [37]. The original aim
was to standardise and incorporate manufacturers
best practices from around the globe.

The driving force behind the creation of ITIL was
the UK Government realising its increasing reliance

Fig.5 Shows an illustration of ITIL4:

Incident
Management
IT Asset

Managem

Monitoring

Figure 4: 34 ITIL best practices {40]

ITIL applies a holistic approach and provides
guidance on service management across the whole
organisation aligning the objectives of both the
organisation with IT.

on IT. The lack of standardised IT service delivery
procedures resulted in increasing costs. [38].

The current version, ITIL4 is available as a series of
books comprising of 34 best practices spread across
three categories [39]:

¢ General Management Practices
e Service Management Practices
¢  Technical Management Practices

Continual
Improvement

information
Security
Management, |

Knowledge
Management

Risk management is central to ITIL, and an integral
part of the organisation’s activities as financial
resources are not wasted by having to resolve issues
[41].

See Tables 6-8 analyses ITIL principles [37] [40]
[42] [43].




Table 6. Principles 1-14 of ITIL

General Management Practices
i Principle Purpose Advantage
Assi ith i isati
1|Architecture management Provides principles to help manage the organisation's structure. ssists with managing organisation
structure. Can also manage changes.
Assists organisation to identi
2|Continual improvement Continually improve processes to align with changing needs of the business. ' ganisati _ : ify
opportunities for improvement.
Ensuring Confidentiality, Integrity and Availability (CIA) of digital
Information security . g_ . Y g_ T\"_ f\" { . ) e . Protects the organisation's data by
information. Ensuring Authentication and Authorisation processes are in o B
management . maintaining the CIA triad of ISMS.
place and Preventing data breaches.
4|Knowledge management Effective and efficient use of knowledge and data. Improves the way organisations use data
Continual monitoring and Risk
To assist with good decision making, continual measuring and reporting of  [Assessments can identify potential
5|Measurement and reporting 8 & . & P € . . v p .
systems. Risk Assessments are a key part of this process. issues early, allowing implementation of
mitigations/ resolutions.
o . Smooth management of change, and roll
Organisational change Guidance on change management processes. So that changes are B
) ) X back processes in the event of an issue.
management documented and roll back procedures are in place if required. .
Improves the end user experience.
; : ) Goals are achieved within the
. Ensures that the organisation has the correct services in place to achieve the e .
7|Portfolio management - organisation's funding and resource
organisations goals.
budgets.
Guidance on project management, to ensure that projects are delivered Ensures successful delivery of projects.
8|Project management successfully, on time and within budget. ITIL4 can integrate with PRINCE2 to (Includes stakeholder involvement
enhance project delivery. ensuring they are informed of progress.
5|Relationship management Prov!des g_l.udar'fce on identifying, analyse, monitor and continually improve |Ensures pr_o;ect_sucoe_ss by maintaining
relationships with stakeholders. good relationships with stakeholders.
i i ifyi ing risks. Thi: I ifiesri idi
10| Risk management Gtundance_ on u:_le_ntlf'vlng and addres?lng rl_sks This approach ensures that dentifies risks at .an early st_age afron:llng
risks are identified early to reduce financial consequences. downtime of services, and financial loss.
Red ts and ids fi ial
11|Service financial management Guidance on efficient use of financial resources. E_ uces costs and avoids financid
mismanagement.
i . ) ) Provides clear indication of direction of
Guidance on defining goals and strategies of achieving them. Resource
12|Strategy management ) . o ) travel and allocating resources to
allocation to achieve goals. Priority management of the organisation.
achieve goals.
13|supplier management Managing supplier relationships, to ensure supplier products and services  |Nurtures good relatlonshlps prowd.lng
are delivered smoothly. opportunity for collaborative working.
Ensures the right staff are in the correct
Onboarding procedures, guidance on recruitment, training and performance (roles. Also ensures that when staff leave
14|Workforce talent management 8 P " & ! e andp

improvement of employees. Succession planning.

the organisation others can continue
with that role.




Table 7: Principles 15-31 of ITIL
Service Management Practices
# Principle Purpose
Ensures that customer's requirements are
15|Availability management Guidance on ensuring the availability of services to clients. fulfilled 9
16| Business analysis Analysis of business processes to identify and resolve potential issues. Promotes value creation.
Service delive, rformance levels agreed
. Provides guidance on ensuring that services meet performance levels expected | v pe . " s
Capacity and performance ) in the SLA are maintained. Identifies
17 by the customer. How to address current and future demands. Service Level )
management . changes to demand so capacity can be
Agreement (SLA) used to define service levels. . B R
increased if required.
\Advises that Risk assessments are conducted prior to changes being Changes are properly a_lutho_nsed, and risks
18(Change enablement ) . related to change are identified and
implemented. Ensures that changes are managed efficiently. L
mitigated.
) Incident management to ensure that minimal disruption is caused to the Reduces impact of incident on customers,
19|Incident management . - « -
organisation and normal service is resumed as soon as possible. downtime reduced.
Reduces costs of purchasing assets,
20IT asset management Management of IT Asse‘rjs _during t_he lifecycle of the asst?t. From purchase to T‘lsuresjthey are maintained prop_»edy and
disposal. Focuses on decision making, cost control and risk of properly so that data is erased
securely.
21 Monitoring and event Monitoring of Information Security Events and infrastructure services. Ensures 2 quu_:k_response tosecurity
management events. |dentifying cyber attacks early.
Identifi t ting incidents.
Focuses on cause of incidents and methods of resolving them. Assists in reducing = _es foot cause generating incicen
22|Problem management . . C Resolving the root cause could resolve
the probability and impact of incidents. - .
several incidents simultaneously.
Manages how services are implemented, and updated. Software upgrades, or |Ensures that new services are rolled out
23|Release management . I
changes to services. smoothly, minimising impact to end users.
Standardisation of servi th
] The service catalogue outlines all of the services provided. Ensures the an 'T" I_Sa fon ¢ senncu_as a_cruss €
24|Service catalogue management A L . X organisation, useful for distributed
availability of this information to authorised users. L
organisations.
Outlines the configuration requirement of
25 Service configuration Service configuration is documented and available to authorised staff to assist  |devices, so they are configured according
management with suppaort. to best practices. Ensures that devices are
configured securely.
E th isatit ti t
] - Guidance on how to protect services in the event of a severe incident so that the nsur_es N urgar,lsa on Fan con_ nueto
26(Service continuity management ; ) - function and provide services during a
organisation remain resilient. . I
disruptive incident.
Ensures that service is fit for intended
] } Focuses on service planning, and design so that they may be successfully .
27|Service design ) purpose. Also ensures that service can be
delivered. ) -
successfully delivered by organisation.
Ei st t fulfilled
28|Service desk Single Point of Contact for users, focused on incident resolution. nsu_re_s a.l l?mer reques _s are o
providing incident resolution.
Continual improvement of service delive
’ Sets targets for service delivery response times. Creating a metric that can be o P . ) V.
29(Service level management B . L R by monitering performance and identifying
used to identify issues and highlight required improvements. o
areas that require improvement.
30|Service request management Provides guidance on supporting user service requests effectively. Ensures customer satisfaction.
Ensures that any changes to services still meets the original requirements. Done ; )
’ . ) ) ; - b Ensures that new or modified services
31|Service validation and testing by checking regulatory requirements, the objectives of the business and

customer feedback.

meet the customer's requirements.

10




Table 8: Principles 32-34 of ITIL

Technical Management Principles
# Principle Purpose Advantage
Management of service deployment
Guid impl ti dating the hard fw,
32|Deployment management vidance on impiemeanting or UpAating the NArcware, Sottware, process or e, ) initial testing through to end user

document. Going from the initial test or staging into the live environment.

deployment.

Infrastructure and platform
management

Monitoring infrastructure / platforms deployed within the organisation and
by service providers.

Monitoring infrastructure services allows
for quick identification of issues so they
can be resolved quickly.

Software development and
management

Ensures that software developed by the organisation meets the
requirements of stakeholders.

Positive stakeholder engagement,
ensures software meets intended
reguirement and is reliable.

The Service Value Chain (SVC) is central to the
ITIL framework and governs how the components

interact [42], see Fig .6:

Design &
Transition

Products &

Obtain Deliver & Services

Builg Support

Improve

Figure 5: ITIL4 Service Value Chain [44]
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Table 9 details the ITIL4 SVC:

Table 9: ITILA SVC Activities [41] [44]

# | SVC Activities Description
1|Plan Objectives are clearly laid out and shared with all participants.
2|Engage Engage with stakeholders to confirm requirements. Continual

stakeholder engagement throughout.

w

Design & Transition |Design service to meet stakeholder's requirements. Taking into
account any current services that need to migrated over to the

new service.
4|Obtain/Build Process of acquiring or developing service components.
5|Deliver & Support  [The service goes live meeting stakeholder's requirements.
Service is delivered and supported by Service Desk.
6|Improve Continual improvement of service.

ITIL is the most popular service management
framework in the UK. In 2005, ITIL aligned with
the ISO/IEC 20000 Service Management Standard
and has gained a higher standing globally [38].
Large corporations such as NASA, Microsoft and
Spotify utilise ITIL practices [43] and as of March
2024, 82% of Fortune 500 companies have also
implemented the ITIL framework [45] [46].

Table 10 provides an analysis of the advantages and
disadvantages of ITIL. Many of the benefits have
been derived from case studies detailing the impact
ITIL has had on their organisation [43] [45] [47] [48]
[49] [50] [51][52] [53] [54] [55]:

12




Table 10: Analysis of ITIL

Advantages

Disadvantages

ITIL processes can integrate seamlessly with other Axelos products such
as Agile and DevOps which are very popular software development
methodologies, and PRINCE2 used in project management.

ITIL has a steep learning curve, staff that are unfamiliar with ITIL
principles will need to receive training which requires time.

Improves efficiency and therefore saving costs.

Adopting ITIL4 can be costly, implementing changes to follow ITIL
processes and training staff.

Allowed Spotify to maximize resource utilisation.

Implementing ITIL4 can be resource intensive. This can be an issue
especially for smaller organisations.

Allowed Spotify to deliver services faster than their competitors.

Implementing ITIL4 can be complex and challenging to implement.

Allowed Spotify to improve their services faster than the competition.

Potential consultancy costs to implement ITIL4 due to complexity.

Allowed Spotify to visualise the overall workload, and then manage the
workload to meet the needs of their customers in an efficient and

Staff may resist adoption of ITIL, some may prefering to sitck to their
usual working methodology over embracing ITIL4 practices.

Allowed Wipro to adopt ITSM best practices.

ITIL4 is flexible, but cannot adapt to rapidly changing ciricumstances well.

Wipro reduced their Mean Time To Recovery (MTTR), resolving issues

Wipro implemented Change control, improving change success rates.

Wipro reported cost and time saving using ITIL4 principles.

Wipro also noted an improvement of customer satisfaction.

Wipro reported a 10-15% year-on-year reduction in service disruption
since implementing ITIL4.

Vodafone implimented ITIL4 leading to standardisation - this provided
repeatable standard service for all new products.

Vodafone reported that costs and risks were reduced by standardising
products and implementing a blueprint.

Vodafone also implemented the principle of continual improvement,
monitoring services and reacting accordingly.

Oxford University (OU) implemented ITIL4 and by re-designing their
service catalogue allowed them to clarify the support structures
required for each service as some had become outdated.

OU simplified their IT systems to promote better support.
Standardisation allowed more staff to better understand their systems.

Using ITIL4 principles OU were able to reduce the number of annual
major incidents (down from eight the previous year to two).

OU reported that continual improvement was key, especially following

OU could easily integrate the ITIL framework with Agile methodology
(already in use by the software development team).

OU reported that ITIL and Agile complimented each other well:
*Agile focuses on the software development process
*ITIL can give a good overview of the entire picture,

ITIL principles provides many benefits to an
organisation such as improved customer service,
reduction of service interruptions, and improved

T1-3: Control Objectives for Information
and related Technology (COBIT)

efficiency. However, implementing ITIL can be
costly, complex and requires staff to embrace ITIL,
which can be challenging.

The Information Systems Audit and Control
Association (ISACA) was founded in 1969, ISACA
are a non-governmental organisation, whose mission
is the pursuit of digital trust by providing guidance
on information security, privacy and governance.
[56] [57]. ISACA advocate a Digital Trust
Ecosystem Framework, this ensures that every
digital interaction and transaction is trusted,
legitimate, reflecting the CIA triad [58] [59].

In 1996, ISACA developed COBIT which provides
a comprehensive IT management and governance
framework. It was originally developed to assist
financial auditors to ensure the security of digital
data. Subsequent iterations expanded the remit of
COBIT to include IT Management and Information
Governance [60] [61] [62]. The current version is
COBIT 2019 which has six key components, see
Fig.7:
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Figure 6: Key Components of COBIT 2019 [63]

Table 11 shows an analysis of the key components

of COBIT:

Table 11: Analysis of key components of COBIT 2019 [63]

#|Key Concepts

Description

1|Governance Objectives

These involve: Strategic alignment, risk assessment, value discovery, resource
management, performance measurement.

2| Components and Framework

These include: Governance and Management Objectives. These provide a
structured approach to IT governance and management.

3|Principles Guidance for implementing COBIT 2019. Discussed in detail within this report.
Facilitate the governance and management objectives. They are separated into
alEnablers se}rer} categori_e?: o
Principles, Policies, Frameworks, Processes, Organisational Structures, Culture,
Information,
This is done by regular assessment, and refining practices accordingly. Adaptin
5|Continual Improvement v reg Ep Ev pHng

the business to changes in technology and business requirements.

(=]

Integration with Other Frameworks

Active promotion of integrated frameworks. Allows for integration with ITIL,
ISO/IEC 27001 and NIST (National Institute of Standards and Technology)

Cybersecurity Framework (CSF)

Key component number 3 of COBIT 2019 is based

on six principles, illustrated in Fig 8:

Figure 7: COBIT 2019 Principles [64]

Table 12 provides further analysis on the six

principles of COBIT:
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Table 12: COBIT 2019 - Six Principles [65]

# |Principle

Description

e

Provide Stakeholder Value

Ensures that IT decisions meet stakeholders needs.

[

Holistic Approach

IT governance comprises of many components - ensures that
all components are integrated effectively

w

Dynamic Governance System

Crucial that system is dynamic to take factors such as a change
in technology or strategy can be accommodated.

o

Governance Distinct from Management

Governance and Management require different supporting
strategies.

Governance: Evaluates stakeholder needs and prioritises
objectives.

Management: Monitoring organisation's activities and ensure
that they align with stakeholder's needs.

w

Tailored to Enterprise Needs

Adapt the framework to meet the needs of the organisation.

6|End-to-End Governance System

Single integrated system aligning governance and
management activities.

Table 13 gives analysis of the advantages and
disadvantages of the COBIT framework.

Table 13: Analysis of COBIT [66] [67] [68] [69] [70]

[71][72] [73] [74] [75] [76]

Di

Aligns IT and organisational goals and objectives .

COBIT is a comprehensive framework making it complex.

accountability.

Improves IT Governance as it defines roles and responsibilities defining It can be difficult to implement due to complexity requiring

consultancy support, which can be costly.

Defining roles and responsibility improves the decision making process. The implementation of the COBIT framework requires expertise,

therefore there could be a steep learning curve, training required for
staff to adopt the framework.

and eliminate threats.

Enhances risk management, conducting vulnerability assessments to find

Flexible, can be customised to meet organisational requirements.

Continuous improvement of InfoSec systems.

departments of an organisation.

Holistic approach - Single integrated framework that incorporates all

Designed to integrate with other frameworks, such as ISO/IEC 27000 and ITIL.
Integrated frameworks can provide enhanced InfoSec benefits. For
example, while COBIT focuses on IT Governance and management, ITIL

focuses on Service Delivery. There are some areas that crossover such as risk
management but in general COBIT can be thought of providing guidance on
the strategic direction of travel, and ITIL providing practical guidance on how
to get there

Ensures organisations comply with policies and regulations.

COBIT provides a comprehensive IT governance complying with policies and regulations. However,
framework which is designed to enhance security by COBIT is a complex framework, which makes
integrating with other InfoSec frameworks (See implementation challenging and costly as expertise
Appendix A1.3). It provides a mechanism for risk from consultants or specially trained in-house staff
management and continuous improvement whilst is required.
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Task 2 Applying Security Frameworks

Task 2a Proposed Design for NG

Using the knowledge gained from task 1, the following is the proposed InfoSec design for NG that will
meet and exceed the requirements of the organisation. A set of recommendations will also be made
with the aim of drastically improving the cybersecurity posture by implementing data governance

securing data and assets.

Table 14 Provides the company profile of NG.

Table 14: Company Profile

Company Profile:
Name Nature Garden (NG)
Headquarters Llanelli, Carmarthenshire, Wales, UK.

Business Sector

Healthy Living Produce

Location of Business

Global (Mainly US, Europe, Oceana)

Size of Business

Large (1050)

Promotion of activities

Massive online presence, social media presence

Customer base

International

Technical Considerations:

Server Infrastructure

Cloud Based

Network Infrastructure

95% Wireless based

Requirements:

Company under immense pressure for staff to use personal devices to access
corporate network & resources

Customers to use personal devices to access corporate network & resources

Security of Client's data (Confidentiality, Integrity, Availability)

Security of Staff data (Confidentiality, Integrity, Availability)

Protection of Intellectual Properties (1P)

IP is worth Billions to the company

Information Security Policy - None in place currently
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T2a-1 Organisational structure

The starting point of the design process is to assess NG's organisational structure. The location of the
InfoSec team is crucial as it will have a bearing on managerial decisions which will filter down the
hierarchy. It is recommended that the InfoSec team should sit within the IT department.

See Fig.9 and Table 15 Reasoning of InfoSec location [3] [4]:

‘ Information Security

Management Committee

Database
Administration

Administration

‘ E-Commerce

Telecommunications

lecal Administration Human Marketing Information clo
g Services Resources & Sales Technology (Data Controller)
‘ Clso
(Data Protection Officer)
Systems Server & Cloud Network Service
Development Infrastructure Infrastructure Desk
InfoSec Manager
(Data Steward)
Website

Information Security
(Data Custodian)

Security

Consultancy

Computer
Emergency
Response

Contingency
Planning

Figure 8: Wood's Option 1: InfoSec reporting to IT department [4]
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Table 15: Analysis of placing the InfoSec team within the IT Department

Advant.

Disadvantages

Embedding the InfoSec team within the IT department enables
close engagement. Changing the philosophy of the otherIT
departments so that InfoSec s at the forefront of their minds.
Ensuring they build InfoSec into their projects at the early
planning and development stages of their projects.

In this model the Chief Information Security Officer (C1S0) reports to
the Chief Information Officer (C10) [Not shown). This can work well if
both are of the same mind. There could be a conflict of interest
between security and ease of use.

With close working relationships between InfoSec and other IT
teams, vulnerabilities can be identified and rectified quickly.

* There can be occasions where other IT teams and InfoSec team
within the IT department will have opposing views on many areas
including accessibility and ease of use for the end user.

* These challenges can be overcome by discussing the benefits of
preventing unauthorised access to data with the other IT teams.

The InfoSec team can work with the other IT teams to document
the resolutions so they can be carried out by all of the IT teams
therefore reducing the overall number of vulnerabilities.

Resource allocation issues: There is a risk the CIO may favour projects
that will introduce goods or services quickly to market, or enhance
usability of services. Sacrificing resources for InfoSec projects, which
could be seen as costly.

Close working relationships within the IT department will
benefit contingency planning, such as Incident Response,
Disaster Planning, Business Continuity, Crisis Management.

During an incident close links between all IT teams will benefit
the organisation as they will be able to feedback the current
status of their systems, and what impact they are facing,
Resolutions can be quickly fed back to these teams. Quick
feedback on status of systems as they are implementing
resolutions.

Clearly defined roles linking to General Data Protection

Regulation (GDPR) reponsibiities.
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T2a-2 Information Security Design for NG

T2a-2-1 Outlining NG's Current Security Posture
Prior to the InfoSec design phase for NG a VA was conducted to establish the current security posture
of NG. This highlighted several vulnerabilities with NG’s current infrastructure. It is crucial that these
vulnerabilities are mitigated prior to implementing the InfoSec design for NG, see Fig.10:

Windows Server 2022

New Web Server:
20.33.128.28/23

New web server — data currently being migrated.

Port |Service Notes |Vulnerabi

Redirects to 443:
All data sent in
clear text, but

PT scans public range
20.33.128.0/23

80 hitp mitigated due to  |None
443/https Al trafic MNone
Old Web & FTP Server:
20.33.128.28/23
Main web and FTP server currently in use and open to vulnerabilities.
Windows Server 2008
Port |Service | Notes Vulnerabil Descl Impact
20& |rp File Transer (CVE-2021-4189 |Allows attacker 1o setup Confidentiality: Due 1o
21 Protocol - sends malicious FTP server tricking  |malicious FTP senver
data in clear text clients to divulge data
80|http Sends data in (CVE-2024-27316 |Apache HTTP Server: HTTP/2  [Availability: Due to DoS
I clear text |DoS by memory exahsution  |attack
139(smb Server Message |CVE-2017-0146 |Windows SMB Remote Code  |Integrity: Due to remote
Block Execution code execution
443|https  |[DataEncrypled  |None

Figure 9: VA process

Vulnerability Assessment for
Mature Garden

Penetration Tester

Using Vulnerability
Assessment Tools such as
Nessus or OpenVAS

Several vulnerabilities were identified during the VA process, see Appendix A2.4 for more details.
These were prioritised using a risk matrix see Table 16:

Table 16: Risk rating worksheet

Asset Vulnerability Likelihood | Impact| Risk- |Details
Rating
Factor

Existing Web server |HTTP DoS Vulnerability 8 9 This is a critical vulnerability of NG, as this will impact online sales, and needs to
be resolved first.

Existing Web server |SMB Remote Code execution 7 9 The consultants have advises NG that the likelihood of the SMB attack is slightly
less, this is also a critical vulnerability but the hitp has higher priority. Both
vulnerabilities need addressing as soon as possible.

Existing FTP server |Malicious FTP Server vulnerability [ 6 m The FTP server is in the process of being decommissioned, impact is less severe.

It was discovered that the Web server had a critical vulnerability that would have a major impact to

NG.
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A Cost Benefit Analysis to mitigate this vulnerability can be found in Table 17:

Table 17: Caleulation of ALE and CBA for NG [77] [78]

Item Value Details

Asset Value [AV]) £10,000 per hour |During DDoS (Distributed Dinal of Attack) attack, server und; d, but service d ded and unable to meet demand.
2 Hours After discussions with Cybersecurity consultants, it is anticipated that a single DoS attack could last for two hours.

AV £ 20,000.00

Annualised Rate of Occurrence (ARQ) |4 Attacks It is anticipated that 4 attacks will take place annually.

Exposure Factor [EF) 90% |It is expected that system capacity will be reduced by 90% during a Do$ attack.

Single Loss Expectancy (SLE) £ 18,000.00 |SLE=AV x EF [£20,000 x 90%)

Annualised Loss Expectancy (ALE) £ 72,000.00 |ALE =SLE x ARO [ £18,000 x 4)

Item Value |Deuils

Annual Cost of Safeguard [ACS) £ 3,000.00 |Cloud Service Provider DDoS protection: Amazon Web Services Shield (DDoS protection service)

ALE {Precontrol} £ 72,000.00

ALE (Postcontrol) £ 8,000.00 |AWS Shield in place for one year. (EF now 10%)

Cost Benefit Analysis (CBA) £ §1,000.00 |CBA = ALE (Pre) - ALE{Post) - ACS (£72,000 - £8,000) - £3,000
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T2a-2-2 InfoSec Design for NG

Based on the research conducted in task 1, the best InfoSec design approach for NG is a multi-
framework environment which includes ISO/IEC 27000, ITIL and COBIT.

The design considerations in Table 18 need to be incorporated to meet the requirements of NG. In
addition, further supporting evidence can be found in the appendices listed in Table 18:

Table 18: NG InfoSec Design

NG Requirement

Design Considerations

For Supporting

Compliance (Ethics)

The Virtue approach is the most suitable ethical approach for NG as the nature of the
business embracing virtues such as compassion for their customers and the
environment being key. Along with honesty and integrity so that good relationships
can be build with both their customers and suppliers alike.

Compliance (Law)

For NG to meet legal compliance it is crucial that jurisdiction in the geographic areas
of operations is considered. Following the restructure of NG, clearly defined roles
now map directly to the General Data Protection Regulation (GDPR) roles.

AZ.1

Governance and Strategic
Planning for Security.

NG requires guidance on its long term direction and plan for protecting information
assets. Implementation of COBIT 2019 and ISO/IEC 27014 frameworks.

A2.2

Security Policies

Currently NG does not have any security policies in place. Implementation of
recommended Security Policies as outlined by the National Institute of Standards and
Technology (NIST) 800-14, including Social Media. See Fig.10

AZ.3

Risk Management

A number or risks have been identified at NG with no formal procedure of reporting
or resolution.

See Fig.9 for an example of risk discovered by a Vulnerability Assessment (VA), the
Risk Rating and Cost Benefit Analysis in Tables 17-18.

A2.4&A29

Security Management
Models and Practices

Several Security Management Frameworks have been recommended which includes:
1SO/IEC 27000 to provide guidance on Security system implementation, ITIL4to
provide guidance on Service Delivery, Cloud Security Alliance (CSA) - Cloud Control
Matrix (CCM), to provide guidance on securing cloud infrastructure.

Complying with these frameworks satisfies requirements of cybersecurity audits such
as the Service Operational Controls (SOC) audits.

A25 & A2.10

Contingency Planning (CP)

It is critical that the relevant CP teams are created along with the policies, plans in
order to support the organisation in the event of an Incident, Disaster, or Crisis.
Having the ability to support Business Continuity from an alternate site allows the
organisation to mitigate the impact of a disaster.

A26&A2.11

Protection Mechanisms

Several detailed recommendations have been made to improve NG's infrastructure
which includes Authentication, Firewalling, Wireless, Device Management Systems,
implementing a new network design. Staff personal devices being used to access
sensitive IP data is also addressed.

AT

Service Level Agreement

Currently NG does not have any formal SLAs in place when providing customer
support. This has resulted in poor response times and poor customer satisfaction.

A2.B
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NG currently do not have any InfoSec policies in place which is a major security risk. From the
research conducted for task 1, it is essential that as part of the InfoSec design that appropriate
InfoSec policies are implemented according to NIST guidelines, see Fig.11:

Enterprise Information
Security Policy (EISP)

=" * High level policy giving the organisation’s
attitude towards security. Sometimes
A referred to as the “general security policy™
* Integrated with the organisation’s mission
and objectives.

* Provides guidance on InfoSec Program:
Assigning responsibilities, Development,
implementation of management InfoSec.

* Provides guidance on security
responsibilities for ALL staff.

* Security guidance for each role
within the organisation Management,
Technical and End users.

NOTE: All Policies will be made available on the
NG Intranet accessible to all staff.

National Institute for Standards and Technology
(MIST): Best practice of implementing EISP, ISSP,
SysSP as originally outlined in SP 800-14

Figure 10: Hlustration of InfoSec policies

Internet/
Network
usage

@)

Issue-Specific
Security Policy (ISSP)
* Provides detailed guidance on usage of
specific technologies.
* Is an agreement between the Organisaiton
and its staff that technology will not be used

inappropriately,

* Control measures documented.

* Comprises of either a single all encompassing

155P document, an IS5P document for each
issue, or a modular approach.

*Penalties laid out for policy breaches
* Some areas covered by IS5P below:

Wireless
Network

usage

Usage of
= f
Domain Usage o

Encryption

System-Specific
Security Policy
(SysSP)

* Provides detailed guidance on technical
configuration f maintenance of specific
systems.

* Also provides guidance on managing user
privileges. Access Control Lists (ACLs) =
Allowing Authorised users access to
information.

* Procedures established by management,
*Ensures standard configuration and stability
Following requirements of organisation.

* Comprises of either a single SysSP
document or two Technical SysSP and
Managed SysSP

* Some areas covered by SysSP below:

PCs
VEN Active Firewall
Configuration Directory Configuration/
Group Policy Policies
Mobile and Anti-malware Backup p?::,:ﬁi‘ D .
requirements  Regimes 08!
g (oLe) Network
(BYOD) Configuration
Ny Cloud ackmon sitaw
Infrastructure [F————
Management Gane Doy 24
Mabile Device "
Management ACL‘{PHWIE.BeS
Configuration
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After considering NGs requirements and the knowledge gained from task 1, the proposed InfoSec
design for NG outlining recommended frameworks can be found in Table 19 along with a new network

design in Fig.12.

Table 19: Proposed InfoSec design utilising Security Frameworks for NG [3] [4]

Recommended Frameworks

Specific principles/ standards implemented

Benefits of framework for NG

ISOfIEC 27000

ISOfIEC 27001: System Requirements

Sets out best practices for a range of InfoSec areas including InfoSec
policies, Access Control (Securing Intellectual Property), Physical
security, HR Security, Asset Management.

ISOfIEC 27002: Security Controls

Provides guidance on implementing security controls to secure areas
outlined in ISO/IEC 27001.

ISO/IEC 27005: Risk Assessment

Continual risk assessment, to identify and control risks. Utilising
Vulnerability Assessments (VA) to highlight potential risks, categorising
them according to Likelihood and Impact. Risk Management will
controls put in place prioritised using cost benefit analysis (CBA).

ISOfIEC 27014: Governance of Information Security

Sets InfoSec standard for the organisation, ensures risks are taken into
account during decision making, provides direction of investment
decision making. Ensures the organisation complies with both policies
and laws, promotes a positive mindset towards security and
performance reviews related to business output

miL4

Continual Improvement, InfoSec Management,
Availability manag t, Incident mar
Asset Management, Service Continuity
Management, Service Delivery.

B it

Improved data security, service delivery, efficiency, reduction of costs,
continual improvements, reduced downtime, risk assessments
(crossover with 150 27005).

Control Objectives for
Information and related
Technology (COBIT 2019)

Continuous improvement, Integrations with other
frameworks, Governance Objectives, Enablers (To
facilitate data governance)

* Provides guidance on the strategic direction of organisation.

* Provides Strategic alignment with organisation's mission cbjectives.
* Emphasis on continual improvement

* Flexibility, COBIT strategy can change with needs of business,
technological advancements or resource constraints.

* Single end-to-end governance system.

* Integration with other frameworks actively promoted. (ISO/IEC 27000,
ITIL, NIST, CSA)

Cloud Security Alliance (C5A)

Cloud Controls Matrix (CCM) v4

*Secures Cloud Infrastructure

* Implementation of Cloud Security Brokers (CASB) to monitor user
activity and enforce policy.

* Resource policies are in place, to place limits on usage and prevent
excessive costs.

*Maps to ISO/IEC 27000 (Specifically 150 27001 and 150 27002)

National Institute of Standards
and Technology (NIST)

5P 800-14:

*Enterprise Information Security Policy (EISP)
(General Security Policy)

*Issue-Specific Security Policy (155P)
*system-Specific Security Policy (SysSP)

Implementation of Security Policies.

*EISP provides direction for all staff on Data security.

*|SSP regulates the usage of specific technology at NG, such as Wired
and Wireless devices, BYOD & COBO, Internet and Social Media usage.
*SysSP provides technical staff direction from management on system
configuration, and group policy - ACLs, and privilege settings.

National Institute of Standards
and Technology [NIST)

Cybersecurity Framework (CSF) 2.0

Provides a mechanism to assist with Incident Response (IR) via 5 core
functions:

1. Identify: Identifies Assets

2. Protect: Control measures from 15027002 are in place.

3. Detect: Next Gen Firewall with IDPS is in place to detect loCs

4. Respond: IR plan is enacted, IR team are notified

5. Recover: Ensure that services are recovered appropriately so that re-
infection does not occur.
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Fig.12 New network design for NG.

Demilitarised Zone

Screened
Subnet

(DM2Z)

Internet

Untrusted Zone

Figure 11: Screened-Subnet with FWs in HA.

Firewalls in High
Availability (HA)

Trusted Zone
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Recommendations

Tables 20-21 outline the recommended frameworks for NG to improve the security posture of the
organisation, it is recommended that a defence in depth approach is implemented.

Table 20: Summary of recommendations-1

| Area Risk Identified Deseription Recommendation Framework| Standard
Wireless Infrastructure | Over reliance on Wireless is a shared medium, network traffic | Geofencing to ensure devices only have access to IP data within the NG |150 27000 (150 27001
wireless network - |could be intercepted using sniffing Geotagging devices to ensure it is known where devices are at all
over 95% techniques. Evil Twin WAP attack, War Ir VPN (I1PSec) to encrypt data in transit.
deployment driving, War Flying * Upgrade Wireless infrastructure to Enterprise Level WPA3 standard
in Enterprise mode
* Disable support for 802.11 a,b.g devices. This will stop legacy,
winerable devices from connecting to the wireless network,
Implementation of centralised RADIUS authentication utilising IEEE
B02.1X standard.
MAC based Authentication to ensure that only trusted devices can access
NG systems, utilising IEEE 802.1X
New WAPs to have NAC funcrionality to support IEEE 802.1%
Device Deployment BYOD Staff utilising their personal devices on the |BYOD devices will be placed on a separate guest VLAN zllowing 150 27000 (IS0 27001
corporate network is a risk. The device may  |internet access only via IEEE BOZ.1X
be infected, or poorly managed and BYODs will NOT access NG systems or connect to other BYODs.
vulnerable to exploitation COBO deployment recommended for all staff.
UEM implementation to manage all COBO devices.
With billions in IP at stake, this is a risk the |EDR impl ation to detect c i
CIS0 is not willing to accept for corporate FDE implementation to ensure data is encrypted and secure while at
data. rest to maintain confidentiality and integrity.
Wired Infrastructure Under utilisation  [Wired infrastructure is currently not in place |Wired infrastructure deployment, new switching 1o have NAC 150 27000 (IS0 27001
as NG are over-reliant on wireless functionality to support IEEE B02.1X [ RADIUS Auth.
networking. Wired PCs to be deployed. Managed by AD and Group Policy (GP),
utilising Kerberos. This ensures that sensitive data is retained within
the NG systems. EDR to be implemented.
Improvements Wired network infrastructure Replace current packet filtering firewall with a Next-Generation
required. recommendations. Creation of a Screened-Subnet (Demilitarised Zone (DMZ)) to house
SFTP server required by suppliers.
Cloud Infrastructure Potential A review of cloud server configurations to Implementation of OCM recommendations, including Cloud Access CSA ™M
Misconfigurations. |take place, Security Brokers [CASB), resource monitoring.
Potential data Cloud infrastructure to be encrypted with NG InfoSec team to retain
breach encryption keys, thus insuring confidentiality and integrity of data.
Daia Centre Consult@tion with the CSP required to ensure |Data cenres in the UK should preferably be utilised from a legal
location that data centres are located within point of view as local jurisdiction
Governance IP data at risk Currently no security programme is in place, |Data Categorisation, DLP implementation. 150 27000/ (IS0 27014
therefore IP is at risk or data breach, data CoBIT
Organisation and InfoSec strategies need to |Strategic alignment to ensure that COBIT
be aligned.
Risk Currently not being |Continual risk assessment procedure tobe  |Asset Identification, regular Vulnerability Assessments (VA), risk 150 27000 |I1SO 27005
Management/Treatment |undertaken | control measures.  [treatment, control measures, patching regimes. IS0 27002,
Compliance NG's global NG's global presence will need to comply Implementation of real time compliance monitor (Such as Checkpoint |COBIT
presence with legislations Compliance manitor)
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Table 21: Recommendations-2

Risk Identified
Currently no CP in
place.

Contingency Planning

|Recommendation

CP is crucial for the survival of an
organisation, IRfDR management and

recovery. In the event of a severe disaster, BC|updated periodically.

can allow the organisation to function,
mitigating the impact.

Formation of CP teams (CPMT, IR.DR,BC, and CM teams).

CP strategies, policies and plans to be developed, managed and

CP Plans to be rigorously tested, with training for relevant teams.

* Purchase of alienate site for BC

* Initially this will be a COLD sits,

* As infrastructure upgraded, legacy systems installed at Cold site,
transferring it to @ WARM site with an IPSec VPN Link between.
Eventually becoming a HOT site as resources allow.

* Backup Regime implementation: Full Backup carried out on Friday
night, with incremental backups to be taken throughout the week.
* 3-2-1 Backup methodology to be implemented

* Once WARM site operational, backup replication to warm site,

* Immutable backups to be implemented, so that once backup has
completed, it is not possible 1o write or modify that backup data.

Protection Mechanisms |  Cument systems
have not been
updated to match
current

requirements.

* The protection systems in place have not
been updated since the company has grown.
= Over-reliance on wireless infrastructure
* Investment is required to maintain data
Sequrity.

Cenwralised RADIUS authentication for Wired and Wireless networks.
PEAP used for general staff access, EAP.TLS used for enhanced security
for staff requiring access to IP data assets.

Upgrade FWs to NGWF features: |DPS, DPI, UTM, AV, DLF, URLF, AC, S5LI.

Centralised NGFW implementation so that multiple FWs can be
managed from one location.

NGFW configured in HA utilising a Screened-Subnet architecture.
Creating three zones (Trusted DMZ AND backup
20n€).

IPSec VPN infrastructure to be implemented for site to site
communications and for remote workers.

MFA to be implemented utilising biometric authentication.
Impl; ion of Role Based Access Control [RBAC)

SIEM / SOAR implementation

Regular VAs, network scans to identify devices, ports open.

COI'IfIELII'B(IDn Hard ening of all devices -Ensure TLS l.g 1.3 used.

Secure encryption to be implemented. AES and RSA

ion of Digital Certificates / PKI. Configure OCSP,

Email Client Security provided by 5/MIME, IMAPS, POPS to Encrypt and
add Digital Signature to email ensuring Confidentiality, Integrity, and
Nonrepudiation

Email Server Security provided by SPF, DKIM and DMARC. To identify
malicious email servers, spam/phishing emails, and to apply policies
1o guarantine or block malicious emails.

150 27001
IS0 77002

InfoSec Policy Currently no InfoSec

policies in place.

InfoSec Policies provides direction on the
organisations attitude to cybersecurity. Gives
staff guidance on expected behaviour.

Should be made available to all staff, with acknowledgement
mechanism that key policies have been read and L d

Policies 1o be reviewed annually.

Potential for staff to become victim to
hackers using social engineering techniques.

EISP: Provides general overview of organisational amtitude security .
IS5PSETA programme to raise awareness of social engineering

technigues used by hackers,

Inappropriate communications via staff.

IS5P: Social Media Policy to ensure that all communications are

Electronic Communication/Social Media appropriate.
Provides guidance from Senior management (ISSP: Acceptable Usage Policy (AUP) and Password Policy (PP) to be

on exp d user behaviour,

Provides guidance from Senior management
on infrastructure configuration requirements.

SysSP: Provides guidance for implementation of NGFW, Wired and
Wireless network systems

Sys5P- VPN implementation ensure dats (s secured via encrypied transit.

Organisational Structure |Current structure
does not provide
clear defined roles.

There is currently no dedicated InfoSec team,
with IT staff carrying out this role along with
other duties

Re-organise structure to place an InfaSec team under IT department.

This will prove clear def| 15 of roles and responsi ies,

Will promote cybersecurity practices throughout the IT depanment.

In addition to the recommendations outlined above, NG will also need to consider the challenges in

Table 22:

Table 22: Additional Design Considerations

Challenges

Solutions

From knowledge gained in task 1 it is clear implementing
frameworks is costly and time consuming.

Implement these recommendations on a prioritised basis,
utilising project management so that systems are implemented

properly and within budget.

Steep learning curve for staff to become familiar with the new

framework processes.

Implement a training programme to familiarise staff with the

new systems.

Staff may resist implementation of the framework or subvert
the newly implemented security processes.

Implement a SETA programme to maintain cybersecurity

awareness at NG.

Complexity of implementing frameworks.

Consultancy may be required, incurring additional cost.
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Task 2b Reasoning for updated regulations and standards

The research in task 1 shows that following best practices and standards are crucial to providing a
clear strategic InfoSec plan.

InfoSec frameworks are continually being revised, ensuring a good cybersecurity posture is
maintained, the organisation’s data is secure and improves customer service.

The threat landscape is constantly changing therefore standards and regulations also need to evolve
to ensure that data remains secure.

Fig. 13 shows data compromises in the US between 2005-2023, there is a clear upward trend of data
breaches from 157 in 2005 to 3,205 in 2023.
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Figure 12: Data compromises in US 2005-2023 [79]

This upward trend includes more sophisticated attack methods, ageing technologies with exploitable
vulnerabilities and higher frequency of attacks such as malware. Fig.14 shows the projected forecast
of malware attacks [80].
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Figure 13: Malware attacks between 2014-2024 and projection onto 2028 [80]
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The data breach and malware attack statistics show that organisations need to be proactive in
implementing updated InfoSec frameworks. This ensures InfoSec security standards are met, risk and
vulnerability assessments are carried out and that InfoSec control measures are put in place to resolve
any issues uncovered. Proactively implementing up-to-date control measures helps safeguard
organisations and their data from such attacks.

New technologies are continually being developed providing customers with new services and
features; however, they can also bring new threats.

Two recent technologies that have had a global impact are:

* Internet of Things (loT), also known as “smart devices”. (E.g. Smart speakers, TVs and
doorbells).
* Artificial Intelligence (Al) enabled devices.

Fig.15 gives an indication of the pace of adoption of loT technologies which is forecast to increase
within the next decade.

396

40

Connected devices in billions

2022 2023 2024+ 2025+ 2026+ 2027+ 2028 2029+ 2030 2031+ 2032+ 2033+

Figure 14: The Global Number of Internet of Things (loT) connected devices 2022-2023, forecasted to rise between 2024-
2033 [81]

loT devices are developed and released quickly, making it challenging to regulate as the adoption of
these technologies can outpace legislation. Legislation and standards are crucial as they keep users
from harm and maintain the CIA triad [82].

Manufacturers/developers release new goods/services to market quickly for financial gain. However,
this results in legislation lagging technical advancements due to the time required to enact legislation
as it must go through a formal process, see Fig.16 [83]
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Process to enact new or amended legislation in the UK.

11. Legislation gains royal ascent
Buckingham Palace S —» \/ from monarch and is passed. Law is
now enacted and becomes statute.
'
1. New legislation put forward |
to HoC ]
A T W 10. Legislation passes both HoC & Hol,
. "\\.‘_\ legislation forwarded to the monarch.
\/. g 8. If Hol advises amendments legislation passed back to HoC‘.~ x"-»-x‘__ J
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Figure 15: Enacting UK legislation

According to the National Cyber Security Centre (NCSC) new UK legislation was introduced on the 29t
of April 2024 to safeguard users of 10T devices by implementing a “secure by design” strategy [84]
[85] [86]. This law provides protection for users of loT devices. When this legislation was enacted,
there were already 18 billion connected IoT devices globally [81] [86]. This shows that legislation and
standards are not being kept updated to keep pace with emerging technologies.

The rise of Al has been meteoric with the introduction of services such as Chat Generative Pre-Trained
Transformer (ChatGPT), Microsoft CoPilot, and Google Gemini [82].

Al is now commonly embedded within other technologies such as smartphones and smart speakers
giving rise to Al of Things (AloT) [87] [88]. The AloT platform provides users with many benefits such
as bandwidth and energy efficiency, as computations will be carried out on the device [87].

It is forecast by Maximise Market Research for Al embedded technology to increase annually by 5.4%.
By 2029 the market value will be over $45 billion (USD) [87]. The UK government expect the Al sector
to grow to over $1 Trillion (USD) by 2035 [89].

According to the UK Government, the Automated Vehicles (AV) sector with embedded Al, will have
driverless cars on UK roads by 2026 [90]. The UK government quickly introduced a new legislation to
safeguard UK citizens [91]. This law has been enacted prior to the introduction of AVs, but there are
serious concerns that have not been addressed in this legislation.

Having examined this legislation there are some provisions for InfoSec, such as the sections on
“Protection, collection and sharing of Information”. One glaring oversight is the act pays no mention
to cybersecurity or cyberthreats, highlighting the risk of quickly forcing legislation through without
proper scrutiny. According to the UK Parliament it is anticipated the AV sector will benefit the UK
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economy by creating 38,000 jobs by 2035 and providing an annual economic benefit of £66 Billion by
2040. These are the main driving factors behind this legislation [92]. Policymakers should place the
safety of end users at the forefront of legislation [93].

Even though legislation has been enacted, these points show that there are blatant omissions from a
perspective of InfoSec which will need to be addressed in future. It is therefore urgently required for
parliamentarians to conduct post-legislative scrutiny of this act so that cybersecurity threats can be
considered [83].

Many global leaders recognise the benefits that Al can provide but also have concerns over the risks
of Al. In November 2023, the very first Al safety summit was held at Bletchley Park, UK with many
government and industry representatives attending [82] [94] [95].

During the summit many risks were discussed including:

* Global security from Al misuse

* Unpredictable advances in Al capability
* Loss of control over Al

* Developer responsibility

e Policies to manage frontier Al

[94] [96] [97]
The major outcomes of this Al summit were:

e The Bletchley Declaration — Signed by all participants, recognises the opportunities and
threats of Al
* Formation of the Al Safety Institute (AlSI) — Institute for Advanced Al governance.

[89] [95] [98] [99] [100] [101]

As of October 2024, the UK still does not have a general statutory regulation of Al, a whitepaper was
published in March 2023 which is the first step towards this process. According to former prime
minister Rishi Sunak “it is difficult to regulate Al if you do not fully understand it”. This once again
illustrates that technology outpaces regulation [89] [102].

As a safeguard measure, formal legislation of Al is required. Collaborative working between
Government, industry and the AlSI, is crucial so that experts in the field can work alongside legislators
to provide guidance. By working alongside Al developers, the government can ensure that legislation
is expedited to regulate the latest advancements.
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Conclusion

The purpose of security frameworks is to minimise threats to an organisation and maintain the CIA
triad. There are many security frameworks available. Although there are some commonalities
between the frameworks e.g. risk management/treatment, each has a slightly different focus with
varying complexities.

The research from task 1 showed that ISO/IEC 27000 was predominantly focused on security,
containing standards for providing recommendations for ISMS and control measures. ITIL focuses on
Service Delivery, from the case studies researched in task 1 ITIL can improve efficiency and save costs.
ITIL also has InfoSec elements such as Incident Response. COBIT mainly centres on data governance
and continual improvement.

It was found that different security frameworks integrated well with each other. A multi-framework
environment is extremely beneficial to an organisation improving their cybersecurity posture and
providing a comprehensive InfoSec programme.

Task 2 showed that legislation often lags advancements in technology or is rushed through parliament
without proper scrutiny. Politicians find legislating complex technology challenging as they do not
understand the functionality or the capabilities of systems. Closer collaboration with trusted
technological organisations such as the NCSC and AlSI is key.

NG is currently vulnerable to cyberthreats; to improve their cybersecurity posture several
recommendations have been made based on a multi-framework design, these are outlined in Tables
20-21.

To immediately ensure NG safeguards their data, assets and crucially their IP against cyberthreats it is
imperative that they implement the frameworks and recommendations outlined in this report.

It will be vital that NG stays compliant with any changes in legislation and standards. Policies need to
be reviewed periodically to ensure their InfoSec systems are robust and remain fit for purpose.
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Appendices
Appendix 1

A1.1 I1SO/IEC 27000 Family of Standards
Table 23 Lists all current standards of the ISO/IEC 27000 framework.

1 "
| 2]I1SOfIEC 27001 Information technology —Security Technigues ~Information security management.
| _2[1s0/IEC 27002 Cede of practice for information security contrals.
|_41S0/IEC 27003 Information security nent system im ation suidance
|__S[ISO/IEC 27004 Information security management — Monitoring, measurement, analysis and evaluation.
__&[150/IEC 27005 |information securi management.

|7 ISO/IEC 27006 Regquirements for be pro dit and certification of information security management system:

__2[1s0/IEC 27007 idslings for information security manggemen gms guditing,

L9150 R 008 id g for auditors o S co pl:

10(150/1EC 27005 Internal documeant for the committee developing sector/industry-specific ions or implementation guidelines
for the ISO27K standards.

| 11 [1SO/IEC 27010 Information security management for inter-sector and inter-organisationsl communications.

| 12 [ISOMIEC 270 Information security manasement suidelines for telecommunications organisations based on ISO/IEC 27002,

L 13] EC270 ideling on the integrated implementation of ISO/IEC 37001 and ISO/IEC 20000-1.

| 18] 4 rmati ri nancg

15|I1SO/IEC TR 27015 |Information security &nt guideli for financial services.

16|ISO/IECTR 27016 |Information security economics.

17 |IS0/IEC 27017 Code of practice for information security controls based on ISQ/IEC 27002 for cloud services.

18(1S0/IEC 27018 Code of practice for protection of personally identifiable infermation [PIl} in public clouds acting as Pll processors.

19)1S0/IEC 27018 Information security for process control in the energy industry.

=

20|150/1EC 27021 & requirements for information security pr S

21|I1S0/IEC TS 27022 |Guidance on information security management system processes — Under development.

22(IS0/IEC TR 27023 |Mapping the revised editions of ISO/IEC 27001 and ISO/IEC 27002.

23(IS0/IEC 27031 Guidelines for information and communication technology readiness for business continuity.

24(150/IEC 27032 Guideline for cybersecurity.

25|I1S0/IEC 27033 IT natwork security.

26|IS0/IEC 27033-1 |Network sacurity=Part 1: Overview and concepts.

27|IS0/IEC 27033-2 | Network security—Part 2: Guidelines for the design and implementation of network security.

28|1S0/IEC 27033-3 |Network security—Part 3: Reference networking scenarios — Threats, design techniques and control issues.

29[ISOIEC 27033-4 | Network security—Part 4: Sacurine communications between networks using security sateways.
ISO/IEC 27033-5 |Network security—Part 5: Securing communications across networks using Virtual Private Networks (VPNs).
31|IS0/IEC 27033-6 |Network security—Part &: Securing wireless IP network access.

32|I1S0/IEC 27034-1 |Application security —Part 1: Guideline for application security.

33|I1S0/IEC 27034-2 |Application security=Part 2: or isation nermative fi k.

34|1S0/IEC 27034-3 | Application security—Part 3: Application security process.

35|IS0/IEC 27034-4 | Application security — Part 4: Validation and verification — Under development.
36(I1S0/IEC 27034-5 |Appli security — Part 5: Protocols and application security controls data structure.

37 |150/IEC 27034-5- |Application security — Part 5-1: Protocols and application security controls data structure, XML schemas.

32[150/IEC 270346 |Application security—Part 6: Caze studies.

39|1S0/IEC 27034-7 |Application security — Part 7: Assurance prediction framework,

40|150/IEC 27035-1 |Information security incident =Part 1: Principles of incident management.

41|IS0/IEC 27035-2 |Information security inci =Part 2: Guideli to plan and prepare for incident response.

42 |150/IEC 27035-2 |Informaticn security incident I — Part 3: Guideli for ICT incident response oparations.

43 |150/IEC 27035-4 |Information security incidant — Part 4: Coordination —Underd lop

44 [1S0/IEC 27036-1 |Information security for ier relati ips=Part 1: On iew and concepts.

45|1S0/IEC 27036-2 | Information security for supplier relati i Fart 2: Requir .

46|1S0/IEC 27036-3 |Information security for ierr =Fart3: ines for information and communication technology
supply chain security.

47 [I1S0/IEC 270364 |Information security for ier relati ips —Part4: Guideli for security of cloud services.

48|150/IEC 27037 Guidelines for identification, collection, acquisition and preservation of digital evidence.

49 (150/IEC 27038 Specification for Digital redaction en Digital Decuments.

50(150/1EC 27038 Intrusion prevention.

51|1S0/IEC 27040 Storsge security.
52 |I1SO/IEC 27041 | igation assurance.

53 |I1S0/IEC 27042 Analysing digital evidence.

S54|1S0/IEC 27043 Incident investigation.

55| ISO/IEC 27050-1 |Electronic discovery —Part 1: Qvervigw and concepts.

56|1S0/IEC 27050-2 |Electronic discovery —Part 2: Guidance for governance and management of electronic discovery.

57 |ISO/IEC 27050-3 |Electronic discovery —Part 3: Code of practice for electronic discovery.

58|IS0/IEC 27701 ation tec gy —Security Techniques —Information security management systems — Privacy Information
anagemant System [PIMS).

59(1S027799 | security £ in health using ISO/IEC 27002 - guides health industry erganizations on how to

protect personal health information using ISO/IEC 27002
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Al.2 Confidentiality, Integrity, Availability (CIA) and Denial, Alteration, Disclosure
(DAD) Triads

Fig.17 illustrates the CIA triad and the DAD Triad, which is the goal of potential attackers.

Data &
Services

Integrity
The CIA Triad: The DAD Anti-Triad:
Confidentiality, Integrity & ity Discolsure, Alteration & Denial (Of Service)

Figure 16: Example (CIA and DAD TRIAD) [3]

Al.3 Visual overview of InfoSec frameworks

Fig.18 illustrates how the most popular InfoSec frameworks overlap with each other.

COBIT
§ COSO /ERM/1SO 385000

i - (EDM)

ALIGN,
PLAN &
DRGAMNIZE
|APD)

BUILD,

DELIVERY,
ISERVICE &

Manage

Figure 17: Map of Information Security Frameworks {105]
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Appendix 2

A2.1 Compliance (Laws and Ethics)

Table 24 lists ethical approaches evaluated for NG. The virtue approach was recommended as it best
suited the nature of the business as it embraces virtues such as honesty, integrity and fairness [4].

Table 24: Review of Ethical approaches

Ethical

of Ethical App for NG

Utilitarian approach

Results in most good/least harm.

This approach does not take into account relationships with customers and
suppliers. It has therefore been discounted.

Rights approach

Protects human rights e.g. right to safety, privacy, free will
to make choices.

Human rights are very important and need to be protected. However this
approach does not encompass the nature of the business.

Fairness/Justice approach

All humans are equal and should be treated as such
providing a level playing field.

It Is widely recognised that all humans are equal, and should be treated with
faimess.

This will be enforced by a discrimination at work policy, and is covered by UK
law under the equalities act 2010.

This will ensure all are provided with a level playing field.

Common good approach

Focuses on common welfare, promoting compassion for all.

This only facuses in on compassion for others, whilst being highly
commendable, other virtues are not embraced.

Virtue approach

Promotes the virtues of honesty, fairmess, fidelity, integrity,
compassion. It also advises that consideration of outcomes
to actions undertaken.

After careful delil n, the Virtue approach is the most suitable ethical
approach for NG. With compassion for their customers and the environment
being key. Along with honesty and integrity so that good relationships can
be build with both their customers and suppliers alike.

Table 25 Outlines legal concepts and provides recommendations for NG.

Table 25: Key legal concepts and recommendations for NG [3] (4]
Concept Descripti Recommendations for NG
Jurisdiction

Power of court and law enforcement to make legal
decisions and judgements

Laws must be adhered to wherever data is collected, stored
processed and used. All laws will carry equal weight.

Local jurisdiction

Laws that cover data collection and usage of 2
particular country.

NG implemeanting cloud infrastructure means that the data could be

Long-arm jurisdiction

Ability of a court or law enforcement to extend its
legal influence by connecting an entity outside of its
jurisdiction to a local jurisdiction.

stored anywhere on the globe.

NG needs to set out requirements with Cloud Service Provider (CSP)
the location of datacentres to be used for NG and customer data.

Data Sovereignty

Data is subject to the local jurisdiction where it is
collected stored and processed.

This re-inforces the requirement to ensure that data is stored in
data centres in suitable locations.

In addition, all data stored on cloud infrastructure should be
encrypted, with NG InfoSec team retaining encryption keys.
This ensures Confidentiality and Integrity of NG data.

Personally Identifiable
Information (P11}

Data that can be used to uniquely identify a person,
such as name, address, contact details.

All data should be encrypted, ensures Confidentiality and Integrity.
Data minimisation should be implemented, so that only necessary
data is collected and retained - in accordance with GDPR.

Table 26 predominantly outlines UK laws that NG must comply with to collect and process customer
data and to protect Intellectual Property (IP) [106] [107] [108] [109] [110] [111] [112] [113].
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Table 26: Laws that NG must comply with

Act Acronymn| Date [Area Jurisdiction] Description
Intellectual Property 1PA 2014 |Intellectual Property (IP) UK A legal framework to protect the IP of UK
Act businesses.
General Data GDPR 2016 |Protection of personal EU A legal framework setting guidelines for
Protection Regulation Information - Applies to EU collection and processing of EU citizens.
citizens worldwide.
General Data GDPR-UK | 2018 |Protection of personal UK GDPR-UK is an adapted version of GDPR
Protection Regulation Information - Applies to UK legislation for the UK.
- UK citizens worldwide.
Data Protection Act DPA 2018 |Protection of personal UK This is the UK implementation of the GDPR
Information. legislation. Outlines Data Protection
Principles, and individual's rights.
American Data ADPPA | 2022 |Protection of personal data us Establishes how organisations must handle
Privacy and for US citizens. personal data. Outlining consumer data
Protection Act protections.
The Privacy Act TPA 1988 |Protection of personal data| Australia |Outlines 13 Australian Privacy Principles (APP),
for Australian citizens, giving direction on the collection, use and
disclosure of personal information.

GDPRis a crucial legal framework in the UK and EU [114] [115] [116] [117] [118] [119].

Table 27 shows GDPR’s main principles. Table 28 shows the roles and responsibilities in relation to NG
[3] [120].

Table 27: GDPR Principles

GDPR principles Description

Lawfulness, fairness and transparency |Everything must be open and legitimate.

Purpose limitation Data collected must be for the specified reason only.

Data minimisation Only relevant data collected and processed according to original
purpose.

Accuracy Ensures data is accurate and updated.

Storage limitation Data is stored for only as long as it is required for its original

purpose. Personal data may be stored for longer.

Integrity and confidentiality (security) |Personal data must be secure, control measures must be in place
to secure data from alteration, unauthorised access, or
Accountability Data controller responsible to demonstrate GDPR legislation is
being utilised e.g. Proving what data is being processed, and how
long data has been processed for.

Table 28: GDPR Roles and Responsibilities

GDPR Roles Description NG
Data Controller The Data Controller determines the purpose and method|CIO
personal data is processed.
Data Steward Members of staff that carry out the intent of data Manager of InfoSec
controller. Has oversight of data governance and team.
responsible for day-to-day operational activities of data
governance,
Data Custodian Responsible for safeguarding data. InfoSec team.
Data Processor Usually service providers that process data on behalf of |Credit Card
data controller. processing service.
Data Protection Officer (DPO) |Specificindividual at an organisation responsible for ciso

data privacy efforts.
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NG needs to accept payments from customers using credit/debit cards. To do this NG needs to comply

with the standard outlined in Table 29. By implementing the recommended frameworks of this report

NG will meet these standards [3] [4].

Table 29: Payment card standard

Standard Acronym _|Date |Area

Jurisdiction

Payment Card Industry
Data Security Standard
vd.0.1

PCI DSS 2022 |Credit and Debit
Card payments

Provides guidance on: Firewall configuration,
Cardholder data protection, vulnerability management,
Continual Network monitoring, InfoSec policy.

Global

Some firewalls have a built-in functionality to continually detect and report on levels of compliance.
Fig.19 Shows an example from Checkpoint [121]:

Security Best Practices Compliance

1 9 3 Best Practices monitored across

1 1 Gateways

9 Blades

[

¥

Figure 18: Checkpoint firewall compliance monitor

— Secure 57%
Good 6%

[ = Medium 6%

= Poor N%

A2.2 Governance and Strategic Planning for Security

A strategic plan outlines the long-term direction that an organisation will take. It is imperative that
this is aligned with the strategic security plan of the InfoSec department, to ensure that both are

working together.

The aim of governance is to provide a strategic plan for protecting the organisation’s data including
all information assets. This is achieved by implementing practices and assigning corporate

responsibilities. This can be accomplished by using an industry approach known as Governance, Risk

Management and Compliance (GRC) [122].

Table 30 shows a selection of COBIT 2019 principles that satisfies the GRC requirements and outlines

advantages it provides to NG.
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Table 30: Selection of COBIT 2019 principles

Feature of COBIT 2019 |Advantages for NG

Strategic alignment  |Ensures that Organisational and Security strategic plan work in unison.

Governance InfoSec governance refers to the management and protection of sensitive
data/information data assets.

Risk Assessment As discussed Risk Assessment and Treatment is a key component to identifying

vulnerabilities and implementing control measures.

Compliance

Ensures that the organisation complies with regularity requirements.

Performance Measuring security outcomes of an organisational can ne a key indicator, and can
Measurement be used to improve the organisational security.

Continual This ensures that security sytesms are continually evolving to meet new cyber
Improvement threats and the implementation of new technology and systems.

Flexibility COBIT is designed to be flexible in order to react to changing organisational needs.
Integration with other |This is crucial as multi-framework organisations can

Frameworks

To implement an InfoSec programme, the Security System Development Life Cycle (SDLC)
methodology can be adopted, see Fig.20 and Table 31 [4] [123].

Investigation .

Analysis

Process, outcomes, goals, scope, costs & benefits,
budget & constraints, development team specifications

Issues with the current program/system, its
environment, requirements of the new system

Logical Design

l General program/system specifications (blueprint)

Physical Design -

Implementation

Detailed program/system specifications
(solutions) incl. resources and personnel
Feedback, testing, program/
system acceptance

When the existing program/system is deemed
ineffective or inefficient, a new program/system is initiated

S

Maintenance
& Change

Performance measures,
operational reporting

SDLC waterfall methodology

Figure 19: SecSDLC Waterfall
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Table 31: SecSDLC Analysis

5ecSDLC Phase

Description

Investigation

1.Directive from Senior Management Team (SMT) Specifying budget, outcomes, process and goals of project.
2.Current policies and new policies evaluated.
3.Development team is assembles of managers, employees and consultants to discuss the following :
* Define the scope
* Investigate potential issues
* Identify Goals and Objectives
* Identify any further constraints not covered by the EISP
4.Feasibility analysis: Ensures the organisation has sufficient resource and commitment for the Analysis and Design phases.

Analysis 1.The Analysis team studies the documentation from the investigation phase.
2.The Development team from phase 1 now carries out initial analysis on current security policies, known threats and controls.
3,Risk Management is undertaken (discussed in detail later in this assignment).

Logical Design  |1.Blueprint for security created, key policies implemented that can influence decision making.

2.Feasibility analysis: Confirms if project should continue in-house or by 3rd party consultancy.

Physical Design

1,Technology evaluation to support blueprint.
2.Blueprint evaluated to ascertain if any changes are required in the physical design phase.
3.Blueprint finalised and final design agreed upon.
4.Feasibility analysis: confirms status of organisation to accept proposed project. User consultation takes place.
5.User feedback assessed
6.Formal approval required for project to go ahead.
7.Assessment of Security Controls -discussed in detail later in this assignment. These include:
* Three categories: Managerial, Operational, Technical Controls.
8.Contingency Planning (CP) is addressed at the design phase. CP is discussed in detail later in this assignment.

Implementation

1.The Security solution has now been either purchased or developed, tested, implemented and re-tested.
2.User issues are evaluated - Security Education and Training Awareness (SETA) programme conducted.
3.Security Package put forward to the SMT for final approval. If approval granted, continue with implementation.
4.Project plan management which contains three steps:
* Project planning
* Supervision of project action points
* Finalising project plan
5.With the project plan finalised, the next step is to continue with Project management utilising a framework such as PRINCE2
6.Project team is assembled which includes:
*Champion: A senior executive to ensure resources are available and promote project.
*Team Leader: Project Manager that understands InfoTech requirements.
*Security Policy developer: Staff that are familiar with current policy and can develop/implement new policies.
*Risk Assessor: Expert in Financial risk assessment technigues/assets, familiar with security methods.
* Security Professionals: Security experts with experience of InfoSec ISMS
*System Administrators: Responsible for safeguarding data and systems.
*End users: Staff that will use the new security system most frequently. Their feedback is critical to the success of the new
project to ensure that it is adopted.
7.IT Staffing to ensure that the Project is implemented smoothly and to evaluate any knock on effects with other IT systems.

Maintenance &
Change

1.Continual monitoring/testing of new system and maintenance (updating firmware, modifying config)
2.If new system becomes ineffective or is superseded the process begins again. Either amending the current system or
developing/purchasing a new replacement system.

The ISO/IEC 27014 provides guidance specifically on governance of InfoSec it is best used as an
assessment tool to test whether its InfoSec programme meets the standard requirements for 1SO

certification.
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Table 32 shows the 1SO/IEC 27014 principles.

Table 32: ISO/IEC 27014 Principles

#|Principle

1|Establish organisation-wide InfoSec
2|Adopt risk-based approach

3|Set direction of resource decisions
4

5

6

Ensure compliance of policy and regulationary requirements
Promote a security-positive environment within the organisation.
Continual performance monitoring related to business outcomes.

There are correlations between ISO/IEC 27014 and COBIT.

Fig.21 Shows the ISO/IEC 27014 process and Table 33 gives further detail [4].
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ISO/IEC 27014:2013 governance processes
Figure 20: ISO/TEC 27014 Governance Process

Table 33: ISO/IEC 27014 Process

|# | Principle Desription
1|Evaluate An evaluation is carried out to ensure InfoSec objectives meet strategic goals. Determining whether
modifications are required to the InfoSec programme.
2|Direct Evaluation is forwarded to board of directors which provides direction on any medifications to the

InfoSec programme. Modificaions can include:
*Alteration to organisational risk appetite

* Modifications to the risk management

* Re-allocation of resources

* Re-prioritiseation of efforts

* Adoption of new policy

3|Monitor InfoSec performance measurement utilised to assess whether goals and objectives, set by the
governing body, are being met.
(COBIT 2019 implementation will provide performance )

4|Communicate |Communication between Governing body and stakeholders exchanging reports and requirements:
Governing Body: Reports detailing recommendations and organisation's efforts.
Stakeholders: Requirements

5|Assure This allows the organisation to demonstrate to external entities such as customers, suppliers,
stakeholders that InfoSec governance program meets best practice standards. This is done by:
* Certification e.g. ISO/IEC 27001, 1SO/IEC 27014 certification

* InfoSec Audits e.g. Service Organisation Controls (S0C) - SOC2 Type | &1l or SOC3

See Appendix 2.10 for further details for SOC Audits.
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A2.3 Security Policies

Security Policies are crucial to implementing an InfoSec programme; they provide rules and guidance
that all staff within an organisation must follow. Fig.22 Illustrates the sphere of security that
represents the control measures and the areas they secure.

A defence in depth approach is utilised whereby multiple controls are used to secure data. Most
measures apply to the network as this is the ingress point for many attacks.

Redundancy Sphere of protection

Monitoring
systems
Patches and S Secur_ity
upgrades planning
(IR, DR, BQ)
Host IDPS
Firewalls )
Education
Network IDPS People and training
Proxy servers Systems
Encryption .
Policy and law
Backups Networks y
Internet
Access controls -
< Technology ' People >

Figure 21: Sphere of security/protection [4] [12]

According to the National Institute of Standards of Technology (NIST) three types of InfoSec policies
should be implemented to secure data, see Table 34 [4]:

Table 34: InfoSec policies to be implemented by NG

Policy Acronym Purpose Audience
Enterprise Information Security Policy |EISP High-level policy outlining the InfoSec ethos of the organisation All
Issue-Specific Security Policy I1SSP Provides guidance to staff on the usage of specific technologies All
. ) . Provides guidance on configuration of systems and implementation .
System-Specific Security Policy SysSP o ) . ) Technical Staff
of access policies according to managerial direction.
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Fig.23 shows an illustration of these three policies:

Enterprise Information Issue-Specific System-Specific
Security Policy (EISP) Security Policy (I1SSP) Security Policy
(SysSP)
* High level policy giving the orgarisation’s * Provides det:ailed guidancg on usage of
attitude towards security. Sometimes specific technologies. * Provides detailed guidance on technical
referred to as the “general security policy™. configuration / maintenance of specific
* Is an agreement between the Organisaiton systems,
* Integrated with the organisation’s mission and its staff that tachnology will not be used
and objectives. inappropriately. * Also provides guidance on managing user
- privileges. Access Control Lists {ACLs) —
* Provides guidance on InfoSec Program: Control measures documented. Allowing Authorised users access to
Assigning ibilities, Devel i . i ] information.
st ol s S el + Comprises of either a single all encompassing

155P document, an 58P document for each

: * Pracedures established by management.
fssue, or a modular approach.

*Ensures standard configuration and stability.
Following requi of organisati

*Penalties laid out for policy breaches

* Provides guklanice on security * Some areas covered by ISSP below:

responsibilities for ALL staff. * Comprises of either a single SysSP

document or twa Technical SysSF and
8 * sacurity guidance for each rale J;"E’"E‘ll: :’"9'“; LAE;S‘ of Usags of Managed SysSP
within the organisation Management, etwor o bl Encryption " Tk —
Technical and End users. usage usage PCs Some areas covered by SysSP below:
. @ @ P by oty
. Configuration =
| nfig Group Policy Policies
2 -
Email, Mohi Anti-malware  Backuj il
. obile and P H
Social Personal Tequirements  Regimes EemvieRion IDFS Host &
Media ; (DLP) Metwork
devicn Configuration
NOTE: All Policies will be made available on the s (BvoD)
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Figure 22: Hlustration of EISP, ISSP and SysSP

The recommendations for each of these policies can be found in Tables 35-37 [3] [4] [12] [124] [125].

Table 35: EISP Recommendations

# |[EISP Recommendations Detail Reasoning

To inform all staff of InfoSec philosophy at

This will outline the organisation's position
& P the organisation and highlight its

1|Publication of EISP available to all staff )
an Information Security.

importance.
Information Security is CRITICAL to the
Information should be safeguarded to Information should be kept secure to guard |success of the organisation. Without it
2|maintain the Confidentiality, Integrity, against unauthorised access, alteration or  |competitors will have an edge, projects
Availability, which is the ClA triad. denial of access. could be undeliverable, the organisation

could suffer financial loss or fines.
Provides general guidance of InfoSecto all  |Will raise awareness of data security, the
regarding InfoSec. staff. responsibilities of staff members.

Inform staff of their responsil
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Table 36: ISSP Recommendations

1 |ISSP Recommendations

Detail

Reasoni

-

Internet / network usage.

Definition of expected usage of network
resources.

To ensure appropriate use of resources.

2|electronic communications: Email, Instant
Messaging and Social Media.

Defines the usage of electronic
communications. So that only appropriate
content is used.

Particularly for social media usage to ensure
a professional communications at all times.

To provide guidance on what is expected of
staff when using social media, to ensure
that content is appropriate and aligns with
the ethos of NG.

w

Company Owned Business Only (COBO)
Deployment of Smartphones.

After deliberations it was decided that with
the risk to IP was too great to allow BYOD
deployment.

A COBO deployment is advised instead for
all staff.

It would be possible to implement BYOD
with VPN connectivity to corporate network,
along with storage segmentation.

However, it is recommended that a COBO

deployment is implement due to the value
of IP to the organisation

With COBO all devices will be fully managed
and secured

4|Wireless Communications.

Reduction of reliance on Wireless
connectivity.

5|wired Domain PC Usage.

Deployment of wired domain PCs.

Intellectual Property (IP] data.

NGs reliance on Wireless communications is
a risk to the business as wireless networks
are a shared medium. The potential for data
breach is increased.

Advise Wired domain PCs are used for

Wired domain PCs are more secure as the
data will be contained within the
infrastructure of the building. Also, the PC
will be fully managed by NGs IT Security
team.

6(IT Usage Policies

Acceptable Usage Policy (AUP)

Password Policy (PP): Ensures that
passwords have complexity and length
standards. Also changed every 6 months.

Ensures that IT equipment is used
appropriately.

Ensures passwords are difficult to crack, and
are changed periodically.

Table 37: SysSP Recommendations

#|SysSP R dations

Detail

Reasoning

1|Next Generation Firewall implementation

Provides additional features to secure data.

Integrated IDPS, Unified Threat
Management, Data Loss Prevention (DLP)

2|Data Classification

Data is classified based on sensitivity. Level
used are: Public, Private, Sensitive,
Confidential.

s |Using classification will identify IP data, to
ensure that it can be tracked and remains
secure.

3|Data Loss Prevention implementation.

DLP can safeguard IP data from data
breaches. Keeping NG data secure from
competitors.

Data classification is used in conjunction
with DLP to identify and safeguard IP data.

4(Implementation of Enterprise level
Wireless.

WRPA3 (Wi-Fi Protected Access version 3) to
be implemented with all wireless devices.
Enterprise level auth using

Service) servers,

RADIUS (Remote Authentication Dial-in User

This will provide the highest level of
security as the latest wireless
authentication protocol will be used.
Authenticated via Active Directory.

5|IDPS configuration

Ensures that systems are continually
monitored for Indications of Compromise
(loC).

Any suspicious activity can be detected and
resolved quickly.

6| Virtual Private Network (VPN)
implementation.

Safeguards NG staff that work from home,
remote working.

Ensuring data is encrypted and secure while
traversing the internet.

7|Cloud server configuration.

Ensuring that cloud services are configured
securely according to the Cloud Security
Alliance (CSA) Framework. Utilising the
Cloud Controls Matrix (CCM).

Allowing access to services for NGs
customers and staff, while maintaining
maintaining data security and the CIA triad.

8|Geotagging implementation.

Geolocation configuration on all mobile
devices to ensure that all mobile devices
can be tracked.

Ensures the security of mobile devices.

9|Geofencing implementation.

It is possible for mobile devices to be
blocked from accessing sensitive IP data
once they leave the NG building.

To ensure NG's proprietary IP data remains
secure.
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A2.4 Risk

Management

Risk Assessment is a key component of InfoSec frameworks. Firstly, it is crucial to define “Risk” see

Fig.24.

Have adverse impact on Confidentiality, Integrity or Availability (CIA)

Cybercriminals, State sponsered hacking groups, Hacktavistgroups (i.e.

Threats:

Anonymous) Corporate espionage.

Vulnerabilities:

Weaknesses in systems that cab the exploited by a threat.

Systems without software patches applied, outdated
Operating Systemns (0S), legacy systems, system

configuration issues such as use of unsecure protocals,

Figure 23: Definition of "risk"

Table 38 details how organisations deal with risk.

Table 38: Description of risk

remote access protocols.

Termil

Description

Relating to NG

Risk Appetite

The level of risk an organisation is willing to accept. This will
depend on the organisation, the impact the risk has, the cost of
implementing control measures in relation to financial loss
suffered if risk is realised.

NG's risk appetite is low. If a data breach
were to occur Intellectual Propery assets
could be lost incurring financial loss of
several billions.

Inherent Risk

Level of risk facing an organisation, without any control
measures in place.

This is NG's current situation. No controls
or mitigations in place.

Residual Risk

The level of risk remaining after control measures have been
implemented.

Threats and Vulnerabilities have been
identified in this report. Recommendations
to mitigate, or remove these using risk

treatment strategies have been made.

Risk comprises of threats and vulnerabilities. Organisations can implement control measures to
mitigate or eliminate vulnerabilities.

The main threats to NG have been identified in Tables 39-41 [3] [126] [127] [128].
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Table 39: Examples of Internal Threats

Human Error Human error can be very commen, a typical example bing a member of staff Controls for this could be Data Categorisation, and Data Loss Prevention  |ISO/IEC 27000  |System-

forwarding an email with sensitive information to the wrong person, (DLP). Regular backups of data using the 3-2-1 approach as advised by Specific
ly g exitical infi deleting files/backups resulting in |NCSC. three backup copies, one two systems, one offsite. Security Policy
data loss. (5ys5P)

Disgruntled [This is a member of staff that may have an issue with the company and may This is the most difficult to regulate. An Intrusion Detection/Prevention  [ISOfIEC 27000 [SysSP

damage infrastructure or alter data to cause disruption. System (IDPS), can take a baseline of normal activity and any activity out
of the ordinary for a member of staff will be highlighted.
[ This is very dangerous as the member of staff is an authenticated user and Known as behaviour-based or Heuristlc detection,
has authorisation to access, modify and delete data.

Insider Attack | Once again this Is an authenticated member of staff. But on this occasion their DLP and Heurlstic should be iImplemented. ISO/IEC 27000 |SysSP
muotivation is to disclose col ntial data, such as Intellectual Proy

System Failure  [This can be due to the failure of a critical device, such as a firewall, or onsite server (System Security Policy should address this by advising redundancy should [ISO/IEC 27000  [SysSP
such as a Domain Controller [DE). Or software accessibility issues, suchas a be built into system design, such as backup DCs, Pairs of Firewalls to be
software update issue or licensing issue. in High (HA) mode.

System If syst not properly critical updates and software patchesare  |Patching regime should be put in place, this should be carried out closely |ISO/IEC 27000 |SysSP

Maintenance not applied. This will result in vull biliti hich b loited by attackers. |with Vulnerability Assessments to highlight required updates.

Issues System g Issues.

‘Wireless NG's aver reliance of wireless, 95% of network devices currently connected, Update to level wireless ing WPA3, 1SO/IEC 27000  |SysSP & ISSP
‘Wireless is a shared medium, therefore attackers can intercept wireless traffic, 'WAP with Network Access Control (NAC) capabilities. (Issue-Secific
using network sniffing techniques. Wireless attacks such as "Evil bwin' can be used  |Virtual Private Network [VPN) technology to be implemented. Security Policy)
whereby a malicious Wireless Access Point (WAP) is installed, broadcasting NG's Wired infrastructure to be implemented. Wired PCs managed by Active
‘Wireless name. $taff could then connect to the malicious WAP and send sensitive | Directory {AD) and Group Folicy |GE)
datato the attacker. An attacker can also attempt to connect to the network using  |Unified Endpaint {UEM i for

orrecently (using drones) of all endpoint wireless devices Mobile, l.autw and Tablets lMIu’Osol‘r
Apple, Android/Linux).

Bring Your Own | BYOD are a risk as device may have become c and as it is not Advise NG ‘a Corporate Owned Business Only (COBO) I1SO/IEC 27000 |SysSP & ISSP

Device (BYOD) by NG IT Dept, then this would not be picked up. Potential data breach issue if deployment of devices for staff so that all devices can be managed by (BYOD)
sensitive data is stored on compromised BYOD. UEM and AD/GP.

A separate guest network with dedicated guest Virtual Local Area
MNetwork (VLAN). This will grant BYOD devices internet access only.
Access to NG server infrastructure will be denied from BYOD devices.

Shadow IT Some members of staff may use Davices the dge of the Infrastructure upgrade: Media Access Contral (MAC) based 1SOJIEC 27000 |SysSP & ISSP

IT department. There isno authentication for all switching such as IEEE 802.1X to ensure only
authorised devices are connected to the network. All switching to
impliment Network Access Control (NAC) and dynamic VLAN assignemnt.
Monitoring of network traffic, so that any unauthorised software can be
detected.

Table 40: Examples of External Threats

Malware Member of staff could download malicious software such as a virus, worm or Security Training and (SETA) ISO/IEC 27000  [SysSP [Patching
ransomware. Cybersecurity and awareness training for all staff. Further cybersecurity regime policy)

training for technical staff.

All software and firmware to be updated regularly, Anti-Virus to be
installed on all PCs.

Endpoint Detection and Response (EDR) system to be implemented.
Implementation of a Security and Event

| SIEM) systerm.

Incident Response Plan (IRP) to be drawn up.

Email Phishing emalls are designed To entice a user to click on a link, Initiating an aack. |SEVA Programme and EDR. 1SO/IEC 27000 _|1SSP

Social Media Social media can be used by attackers to harvest ion about an SETA and EDR. Specific Social media policy to ensure that all  |ISO/IEC 27000  |ISSP (Social
direct users with links. iate usage of social media by |communications are professional and staff are aware of social Media Policy)
staff. entheﬂln;tednllquﬁ usedbrmckﬂs

Cloud Cloud infrastructure can be targeted by attackers, improperly confij Access (WA}, and rigk 150/IEC 27000/ [SysSP
controls, Application Programme Interface (AP1) ke'vs Configuration 10 cloud control Matrix (COM) ccm

Environmental | Loss of Power, Flooding, Wind Damage, Lightning strikes. Severe adverse weather |Disaster Recovery (DR) and Businesses Continuity (BC) plans to be drawn |ISO/IEC 27000 |SysSP,
©.g. tornados, up. Implementation of Uninterruptible Power Supplies (UPS) devices, Enterprise

diverse power supplies. lInformation
Security Policy
(E15P)

A Risk Management (RM) policy should be in place so that the RM process is formally documented,
see Table 41.

Table 41: Example of Sections within RM policy.

Purpose and Scope

Outlines the usage constraints of RM policy

Intent and Objectives

Aligns with Organisations Goals and Objectives

Roles and Responsibilities

Lists staff (by position) and what is expected of them during the RM process.
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The ISO/IEC 27005 assists with RM to identify, evaluate and treat risks [21]. See Fig.25 showing the

ISO/IEC 27005 risk management process:

Risk communication

i — ——— — —

Risk decision point 1
Assessment satisfactory

Risk decision point 2
reatment satisfactory

Ml

End of first or subsequent iterations

Risk acceptance

Figure 24: Hlustration of the ISO/IEC 27005 RM process [4]

Table 42 provides more details of the RM process [129].

Table 42: RM Process detail

v

Process monitoring & review

RM Process

Context establishment

Defines objectives of RM process

Risk Identification

Conducting Vulnerability Assessments

Risk estimation

Based on Likelyhood and Impact

Risk Treatment

Putting control measures in place, identified in ISO/IEC 27002

Risk Acceptance

The organisation's risk appetite may be higher than the residual
risk. Therefore the risk would be deemed acceptable.

Risk Communication

Ensures that risks are communicated to key parties,

Process and Review

RM is a continual process, as new risks are discovered regularly.

It is crucial to identify assets of an organisation, and the importance of the asset. This gives an
indication of the severity of the risk if the asset were to become compromised. Organisations use
software packages such as IRM Pro to carry out this task see Fig.26.

65




IRM

i
e

Edit Asset

Figure 25: IRM Pro software for RM [4]
Information Assets would also be classified to give a similar rating of their importance, see Table 43:

Table 43: Examples of Data Classification (3]

Private Sector |Military
Highly Sensitive |Top Secret

Sensitive Secret
Internal Confidential
Public Unclassified

These techniques are used to quickly identify critical assets at an organisation that need to be
protected.

Once the assets are identified a Vulnerability Assessment (VA) can be conducted by the InfoSec team
or an external Penetration tester, Fig.27 illustrates a VA in progress [130] [131] [132] [133].
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New Weh Server: Vulnerability Assessment for

203312328/23 Nature Garden:
New web server — data currently being migrated.
Windows Server 2022
Port|Service Notes |Vulnerabitity
Redirects to443: |
All data sent in PT scans public range
clear text, but 20.33. 12&0}23
80|http mitigated dueto |None
443|https | All trafic |None

Old Web & FTP Server:

20.33.128.28/23 Penetration Tester
_ Main web and FTP server currently in use and open to vulnerabilities. Using Vulnerability
WiRde SeVeTI008 Assessment Tools such as
Port Service|Notes Vulnerability _|Descripton [impact Nessus or OpenVAS
20& |ftp File Transer CVE-2021-4189 (Allows attacker to setup |Confidentiality: Due to
21 Protocol - sends malicious FTP server tricking |malicious FTP server
data in clear text clients to divulge data |
80|http Sends data in CVE-2024-27316 |Apache HTTP Server: HTTP/2 !A\.railabiliw: Due to DoS
clear text DoS by memory exahsution  |attack
139|smb Server Message |CVE-2017-0146 |Windows SMB Remote Code  |Integrity: Due to remote
| | |Block | |Execution i:ode execution
443|https  |Data Encrypted  |[Mone |

Figure 26: Example of VA in progress

Once the vulnerabilities have been identified the next stage is to priorities which vulnerability to
address first. This can be done by using a Risk Rating Matrix, see Table 44.

Table 44: Risk Matrix [4]

5| Severe Low Medium
(4] Major Low | Medium | Medium
2[3| moderate Low Low Medium | Medium
E 2| Minor Low Low Low | Medium | Medium
1|Insignificant| Low Low Low Low Low
. . . Almost
Rating Rare Unlikely ([Moderate| Likely Certain
Value 1 2 3 4 5
Likelihood

Vulnerabilities are then scored according to the risk matrix. A risk rating worksheet can be created to
prioritise which devices need control measures applied and their urgency. See Table 45.

Table 45: Risk rating worksheet

Risk-
Asset Vulnerability Likelihood | Impact | Rating| Notes
Factor
This is a critical vulnerability of NG, as this will impact online sales, and needs to
Existing Web server |HTTP DoS Vulnerability 3 9 be resolved first.

The consultants have advises NG that the likelihood of the SMB attack is slightly
less, this is also a critical vulnerability but the http has higher priority. Both
Existing Web server |SMB Remote Code execution 7 9 vulnerabilities need addressing as soon as possible.

Existing FTP server |Malicious FTP Server vulnerability [ 6 36 _|The FTP server is in the process of being decommissioned, impact is less severe.
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The Risk rating worksheet highlights the webserver is the priority; the other risks will be resolved in
turn.

Once the vulnerabilities have been prioritised, the RM treatment strategy is implemented. Fig.28
illustrates the RM treatment cycle, which goes through the process of evaluating risk, implementing
controls and crucially continual monitoring. This ensures that no new vulnerabilities are identified,
and control measures remain effective.

y y
Identify
information Implet;nelzm Eli" for
s controls maintenance
Assess and P Measure risk to
evaluate risk sy information
to assets asset
Develop .
treatment €5 Yes
the controls Acceptable
strategy and plan adequate? rick?
* No No

Figure 27: RM treatment cycle (4]

Cost of control implementation must be proportionate; Cost Benefit Analysis (CBA) must be conducted
to ascertain whether implementation of control measures to the business is worth investing
resources. See the CBA analysis for Distributed Denial of Service (DDoS) of NG in Table 46.

Table 46: Calculation of ALE and CBA for NG [77] [78]

Item Value Details

Asset Value [AV)] £10,000 per hour |During DDeS (Distributed Dinal of Attack) attack, server und; d, but service degraded and unable to meet demand.
2Hours After discussions with Cybersecurity consultants, it is anticipated that a single DoS attack could last for two hours.

Aav £ 20,000.00

Annualised Rate of Occurrence (ARO) 4 Attacks It is anticipated that 4 attacks will take place annually.

Exposure Factor (EF) 90% |It is expected that system capacity will be reduced by 90% during a DoS attack.

Single Loss Expectancy (SLE) £ 18,000.00 |SLE=AV x EF [£30,000 x 90%)

Annualised Loss Expectancy (ALE) £ 72,000.00 |ALE =SLE ¥ ARQ [£18,000 x 4)

Item Value Details

Annual Cost of Safeguard [ACS) £ 3,000.00 |Cloud Service Provider DDoS protection: Amazon Web Services Shield (DDoS protection service)

ALE {Precontrol} £ 72,000.00

ALE (Postcontrol) £ 8,000.00 |AWS Shield in place for one year. (EF now 10%)

Cost Benefit Analysis (CBA) £ 61,000.00 |CBA = ALE (Pre) - ALE{Post) - ACS (£72,000- £8,000) - £3,000

After the CBA has been carried out, the Chief Information Security Officer (CISO) of the organisation
can now discuss potential Risk Treatment strategies with the Senior Management Team (SMT), see
Table 47.
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Table 47: Risk Treatment Strategies [3]

Strategy Description Example

Defence Upgrading firmware, applying patches, system Disabling publicly accessible TCP/UDP ports
configuration hardening. of server

Transference |Transferring the risk onto another organisation. Cybersecurity Insurance

Mitigation Control measures put in place to reduce impact of risk. |DDoS protection services from CSP

Acceptance |Organisation decides to accept risk, no measures are Specialised hardware required for business,
taken. Could be due to cost of control measure. but too costly to replace. (Common in

Health Services due to financial constraints).

Termination |Ceasing service, changing supplier, or changing NG disabling FTP server in favour of SFTP

hardware to avoid risk. SEerver.

The CISO has decided on a defence strategy of the webserver outlined in Table 48.

Table 48: RM Strategy for Webserver

Strategy |Action Result

Mitigation |Implement the DDo$ protection Control measure in place and will mitigate the
from AWS (AWS Shield) risk. Vulnerability still in place even after control
immediately. measure, therefore a residual risk is present.

Defence |Migrate the website over to the new (This will resolve the DDoS vulnerability.

Windows 2022 Webserver as soon as
possible.

Continual VAs and Risk Assessments should be
carried out to ensure there are no new

vulnerabilities.
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A2.5 Security Management Models and Practices

Maintaining the CIA triad is crucial to the success of any organisation. Designing an InfoSec
programme from scratch is daunting and time-consuming process. Utilising security management
models and frameworks, the process and procedures are already in place, and the organisation can
begin implementing them right away. This ensures that data is secured in a standardised manner
which can demonstrate that the organisation has obtained a high standard of security of their systems
and allows integration with other organisations.

As discussed there are many security management models and frameworks, Table 49 outlines some
additional frameworks researched for this assignment (3] [4] [134] [135] [136] [137] [138] [139] [140]
[141] [142].

Table 49: Additional Security Frameworks researched

Developer of |Framwork/Model Description

|Framework/Model

Cloud Security Alliance (CSA) |Cloud Controls Matrix (CCM) v4 * Security framework designed to promote best practices for cloud
infrastructure.

* Defines responsibilities of Cloud Service Providers (CSP) and Customers.
* Mapped against other security frameworks and standards (ISO/IEC 27000,
NIST SPB0O-53A, PCI DSS)

MNational Institute of special Publications (SP) *There are currently nearly 300 MIST SPs,
Standards and Technology *NIST 5Ps are separated into three categories:
(NIST) SP 500: Information Technology

SP 800: Computer Security

SP 1800: Cybersecurity practical guides

*Some relevant NIST SPs identified for NG:

SP 800-39: Managing InfoSec Risk

SP BOO-53A: Assessing Security and Privacy Controls

SP 800-55: Performance Measurement Guide for InfoSec

Cybersecurity Framework (CSF) 2.0 *CSF is designed to assist organisations in assessing their current
cybersecurity posture, the target cybersecurity posture, and identifying risks
that need to be addressed.

* CSF is a very useful tool to prepare for IR events.

* The Core of the CSF framework has five functions:

1. Identify: Asset Management (Physical and Non-Physical)

2. Protect: Implimenting control measures (from 150 27002)

3. Detect: Intrusion Detection/Prevention System (IDPS), Security Information
Event Management (SIEM), Security Orchestration, Aautomation and
Response [SOAR)

4. Respond: Utilising an Incident Response (IR) Plan to manage an incident.
5. Recover: Re-enable services post an IR, potentially using a Sandbox to and
Malware analysis to ensure that system re-infection does not occur.

Risk Management Framework (RMF) *The RMF is used to identify risks, assit with selecting and implementing
control measures. Finally the RMS then continually monitors the control
measures for any signs of compromise.

* RMF integrates with other NIST publications (SP and FIPS)

* RMF is formally documented in SP 800-37

Federal Information Procaessing Standards FIPS have been designed by the federal government of the United States
(FIPS) (US). They are used where there are currently no industry standards in place
for a US government requirement. Currently 13 FIPS standards have been
published.

Implementation of security frameworks improves the security posture or an organisation, proactively
identifying vulnerabilities and applying security measures and fixes to mitigate or remove the risk of
an adverse event. In addition, providing evidence that a certain standard has been achieved, such as
ISO certification, improves confidence of suppliers and partners in an organisation’s security
programme.
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Key security practice can focus on the organisation’s personnel. This will ensure the information
assets remain secure, by ensuring the:

e Right people are in the right roles
* They have the correct permissions
¢ Adequate cybersecurity training is provided

Further details of personnel management principles can be found in Table 50:

Table 50: Personnel management principles

Personnel M nt Principle

Descrinti

= |

P

Hiring

Onboarding: Standardised process for when a new member of staff joins the organisation.

Actions: Background checks, configuring the correct AC permissions for their role, deployment of equipment, PC,
Laptop, mobile.

Signing of an NDA - This is crucial for NG as they need to protect their Intellectual Property.

Firing

Offboarding: Standardised procedure for staff terminations or resignations.

Actions: AC Privelege revocation, deactivation of AD user account, return of equipment. Remind the former
employee of their responsibility to abide by the NDA which is STILL legally enforceable, even through they have left
the organisation.

This procedure needs to take into account the circumstances of dismissal.

Friendly departure: Normal procedure to be followed

Hostile departure: Immediate dismissal (Either by breach of policy or due to criminal action):
Immediate deactivation of AD user account, collection of organisation's equipment.

This ensures that a potentially disgruntled former employee cannot cause damage to data.

Least Privilege

Only the required privileges in order for member of staff to carry out their daily role. PAM to be used when
privileges need to escalated temporarily.

Separation of Duties

Recommended for extremely sensitive roles. E.g. A single member of staff should NOT be able to create a new
vendor account AND send payments to vendor accounts.

Two person control

Requires two members of staff to carry out a single sensitive tasks. This ensures that two people are present and
must be in agreement to carry out the task. E.g. The military use this method when firing missiles.

Job rotation

Employees with sensitive roles have more opportunity to carry out fraudulent activity. Moving staff to different
roles in the organisation can uncover potential fraudulent activity. Where continual concealment is required to
hide wrongdoing.

Mandatory holidays

Similar to job rotation, this ensures that staff are away from the organisation for a week or more so that any
potential wrong doing can be detected.

Nondisclosure

NDAs are signed by new employees to protect any confidential information/data at the organisation. NDAs apply

Awareness (SETA)

Agreement (NDA) even after the employee leaves an organisation, which should be discussed during an exit interview.

Social Media It is advised for NG to write an 1SSP Social Media policy. This outlines the behaviour expected of staff when using
social media. Periodic social media analysis may be part of the policy to assess the impact to the organisation.

Security Education  |SETA should take into account the audience, therefore role-based training is advisable. This ensures that users

and Training receive the most appropriate training. Awareness of Cyberthreats such as Social Engineering technigues, Phishing,

and ransomware training. Technigues that staff are most likely to encounter.
Programms such as phishing simulation campaigns to identify staff that need further training.

More technical Cybersecurity training for IT departmental staff. So they are aware of hacking methods, Red, Blue

and Purple teaming events.

Most security frameworks have an element continual monitoring, reporting and improvement, this
considers any new systems, services or structure changes implemented by the organisation. Thisalso
ensures that any new vulnerabilities are identified and resolved.

One method of providing a starting point or measuring performance is benchmarking which is
comparison metric of an organisation’s effectiveness against an established measure, see Table 51:
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Table 51: Benchmarking and Gap Analysis

Benchmark Type

Description

External Benchmarking

A process of anaylsing the practices of another organisation, to replicate
the same results, in this instance relating to InfoSec processes.

Internal Benchmarking
(Baselinking)

This process compares a metric for differences between past and current
performances.

Gap Analysis

If benchmarking results in a shortfall, gap analysis can be used to identify
issues and create a plan to ascertain the required level of performance.

NIST SP 800-55 provides guidance on performance measurement implementation, see Table 52 and

Fig.29:
Table 52: Performance measurement implementation
Phase |Task Description
1|Prepare for data Seletion of InfoSec metrics, identification of data to
collection. focus on specificissue.
2|Collect data and Collect data from various sources ( e.g. Service Desk
analyse results. Ticketing system, Firewall logs, InfoSec team).
Analyse data: comparing current and target metrics
conduct gap analysis.
3|Identify corrective A set of corrective actions to mitigate security issues
actions. identified in phase 2. Provides guidance on closing the
gap between the current and target position.
4|Develop business Justificatication of cost for applying corrective actions.
5|Obtain resources. Budgeting for acquiring and implementing security
actions.
6|Apply corrective Security actions implementated. Gap closed on target
actions. solution.
Return to Phase 2 to re-gather data to determine if
additional measures are required.

Figure 28: Performance measurement implementation [4]

Table 53 shows a list of typical metrics used to determine the performance of security program and
measures, and the outcomes. This is useful to establish where additional resource is required to
improve the security posture at an organisation.
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Table 53: Typical Security Metrics

Metric

Description

Outcome

Number of blocked
inbound network

This is the number of attempted internal network
connections to an organisation and the country of

This can yield useful information on the origin of
the attackers and attempted connection types.

Security Costs

The security costs over a specified period of time.

This can be used for Cost Benefit Analysis (CBA).

Policy violations

This indicates the device usage by staff, and if any
inappropriate behaviour was detected,

This can then indicate whether additional training
or disciplinary measures are required.

Number of spam emails
received

This is a useful metric to determine the
performance of spam protection.

This is one of the key initiators for data breaches or
malware.

Results of phishing
exercises

As part of the Security awareness training, an IT
department can send staff test phishing emails.

Determine how staff react and whether additional
security training is required.

Number of Incidents

This is a good overall metric of InfoSec
performance. It would be useful to collect data via
the Service Desk ticketing system to allow
managers to "drill down" to find specific details of

the incident.

Determines the quantity of incidents. The nature
of the incidents, their cause, impact and
resolution. This may point to a trend where
additional security measures, policies, or training
are required.

Some organisations may be required by law to adopt a stipulated minimum level of security. This is
termed as “Due Care” and ensuring they are implemented is termed as “Due Diligence”, see Table 54.

Table 54: Due Care/Diligence

Description Legal standpoint
Due Care Adopting a minimum standard of Establishes a potential future legal defense that the
security to protect the interests of the  |organisation has put standards in place that any other
organisation. prudent organisation would do in similar circumstances.
Due Diligence [Requires an organisation to ensure that |Adds further credence to a legal case that the organisation
these standards are implemented. has done everything possible to ensure safety.
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A2.6 Contingency Planning (CP)

CPis the overall planning for unexpected adverse events and consists of four major components, see
Table 55 below:

Table 55: Major components of CP.

/Acronymn

Component

Description

BIA

Business Impact Analysis

Identification and Analysis of:

* Vulnerabilities, and Threats facing the organisation

* Organisation's Processes and the resources required for it to function

* Determine the priority of each process, how critical it is to the organisation
* Creates a prioritised list of system recovery, so the most critical systems are
restored first.

(Sometimes part of the DR Plan)

IR Incident Response Plan The purpose of an IR plan is the immediate response to an adverse event.

DR Disaster Recovery Plan The purpose of a DR plan is reestablishing the oganisation's functions at the
Primary Site

BC Business Continuity Plan The purpose of a BC plan is reestablishing the oganisation's functions at an
Alternate Site

™M Crisis Management Plan The focus of CM Plan is to establish a control centre following a disaster. Going

on to provide guidance on setting clear lines of communication with
emergency services, to account for personnel, inform the wider public and

safeguard the organisation's image.

Fig.30 Below illustrates the CP lifecycle [4]

Conduct the Develop
Form the CP business impact subordinate Cre:ttlgtres?;nse
team. analysis (BIA). planning policies €9
(IR/DR/BC) (A
Review/revise Delermlﬂe :
as needed mission/business + +
processes &_ Integrate the Develop
recovery criticality. business impact subordinate plans
el i P Identify resource analysis (BIA). (IR/DR/BC).
policy statement. il L v ¥
h:len_lify recovery Identify preventive Ensute_ plan testing,
priorities for s training, and
| system resources. ' exercises.
s i i
(IRIDR/BC). teams (IRDR/BC). IESRSRARS
| — | I
Continuous improvement

Figure 29: CP Lifecycle
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Table 56 provides a list of all the teams involved in CP and their roles [4] [143] [144] [145] [146].

Table 56: CF Teams and roles

Acronymn [Team Role
CPMT [Contingency Planning Develops CP Policy Statement
Management Team Develops Policy Environment
Conducts Businsess Impact Analysis
Forms the Planning Teams (IRPT,DRPT,BCPT, CMPT)
Leads on ALL CP efforts
Collects information about organisation and threats faced
Incident Response Team
IRPT |Incident Response Develops the IR Policy
Planning Team Manages the IR Plan
Planning and Preparing for IR Event
Forms the CSIRT
CSIRT |Computer Security Executes the IR Plan
Incident Response Team  |Detecting, Evaluating, Reacting to and Recovering from
Incidents
Conduct an After-Action Review (AAR)
Disaster Recovery Team
DRPT |Disaster Recovery Develops the DR Policy
Planning Team Manages the DR Plan
Planning and Preparing for DR
Forms the DRRT
DRRT |Disaster Recovery Executes the DR Plan
Resonse Team Detecting, Evaluating, Reacting to Disasters.
Reestablishes operations at the primary site.
Business Continuity Team
BCPT |Business Continuity Develop the BC policy
Planning Team Manages the BC Plan
Planning and preparing for Business Continuity
BCRT |Business Continuity Executes the BC Plan
Response Team Establishes alternate site operations Hot,Warm,Cold Sites so
that business can still finction during a Disaster.
Crisis Management Team
CMPT  |Crisis Management Establishes a command centre near the site of the disaster
Planning Team Verify Personnel Status
Activate Alert Roster
Coordinate with Emergency Services
CMRT [Crisis Management Support personnel and loved ones during crisis
Response Team Keeping public informed
Communicating with customers, suppliers, partners, media

Fig.31 shows the CP Hierarchy, where IR Planning is separated from DR, BC and CM planning which
together are termed as Business Resumption Planning (BRP).
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Figure 30: Contingency Planning Hierarchy
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Table 57 shows the process used during the CP process.

Table 57: The NIST Seven-Step Process of CP

Detail

=

Develop the CP policy statement

Provides the authority and guidance to develop an effectual
contingency plan.

Conduct BIA

Analysis of:

Vulnerabilities, and Threats facing the organisation
Mission/Business processes, resource requirements, and
recovery criticality

W

Identify preventative controls

Security measures implemented to mitigate, or stop potential
adverse events from taking place.

Create the contingency strategies

The creation of rigorous recovery strategies, providing long-
term direction, purpose and allocation of resources to ensure
that systems can be restored in an effectual and timely manner
following a disruption.

Develop contingency plan

Provides guidance and procedures for recovering an
organisation's services, functions and facilities following a
disruption.

=]

Ensure plan testing, training and exercise |Testing: Substantiates that an organisation's restoration

capabilities are effective.

Training: Allows the recovery teams to become familiar with
contingency guidance and procedures.

Exercise: This can identify any gaps in the contingency plans.

Ensure plan maintenance

The plan should be revised regularly to take into account any
new systems, or system changes any organisational changes. Or
any new threats that have been identified.

The plan should be considered a living document, and should
also be revised after Testing, Training and Exercises reflect any
weaknesses or gaps identified in the plan.
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Business Impact Analysis (BIA)

The National Institute for Standards and Technology (NIST) have released a Special Publication (SP)
providing guidance on how to conduct the BIA in SP 800-34 which states three stages:

e Determine the mission/business processes and their recovery criticality
¢ |dentify resources required
e |dentify recovery priority of system processes

Fig.32 and Table 58 outlines the metrics used to determine the time taken to recover systems
following an adverse event.

Last Data loss/ Systems Data
backup systems down recovered recovered
Recovery
Incident/ complete/
disaster Physical/systems Data Testing & resume
strikes recovery recovery validation operations
<)
[ Nomal operations >} Recovery operations Normal operations
T = = RTO = WRT . =
= MTD =

RTO, RPO, MTD, and WRT

Figure 31: Recovery Metrics (4]

Table 58: Recovery Metrics

Acronym |Recovery Metrics Description

RPO Recovery Point Objective The Point in time where last backup was taken. All work from
this point onwards will be lost. It would appear that the
organisation will be going back to this point in time.

RTO Recovery Time Objective Time taken to physically restore systems.

WRT Work Recovery Time Time taken to resore data, includes testing and validation times.

MTD Maximum Tolerable Downtime |Total time to recover systems (RTO + WRT)

Once the MTD is established, an appropriate backup regime can be putin place. Backup systems with
reduced recovery times are more expensive, so a Cost Balance Point can be established.

Once an adverse event occurs, it needs to be categorised to determine whether itis an actual incident,
this is illustrated in Fig.33.

Adverse
Event

Incident
Candidate

Figure 32: Incident Classification Process

Analysis of
Incident
Identifiers

Actual
—> :

Normal
= 4 Organisational
Function
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Incident identifiers can be found in Table 59 [4]:

Table 59: Incident ldentifiers

unknown programs or processes

accounts

Possible Indicators LGP BT TETGTCY Definite Indicators  Potential Incident Results

Presence of unfamiliar files |Activity at Use of dormant Loss of availability
unexpected times |accounts

Presence or execution of Presence of new Changes to logs Loss of Integrity

Unusual consumption of
computing resources

Reported attacks

Presence of hacker
tools

Loss of Confidentiality

Unusual system crashes

Notifications from
IDS

Notifications by
partner or peer

Violation of Policy

Notification by
hacker

Violation of Law

Once an incident has been identified, the CSIRT can now begin the IR process as outlined in Fig.34.
Initial reactions are described in Table 60:

Preparation

Detection &
analysis

Containment
eradication
& recovery

NIST incident response life cycle
Source: NIST Special Publication 800-61, Rev. 2: The Computer Security Incident Handling Guide.

Figure 33: IR Lifecvele (4]

Post-incident
activity
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Table 60: Actions reactions following an incident

Action Action Detail

Description

Notify

Notification of Key Personnel

Notification of Key personnel utilising an Alert Roster (A
document containing contact details of key personnel)

Alert Messaging (Automated/Scripted messaging to alert key
personnel of incident.

Document |Document Incident

The incident should be documented to provide a
chronological timeline of events so that this can be reviewed
at a later stage during an After Action Review (AAR).

This can be used to improve future Incident Responses.

Contain

Incident Containment Strategies

Mitigating the impact of an incident, and regaining control of
systems.

Escalate Incident Escalation

If the CSIRT is unable to handle the incident, then it may
need to be escalated to a disaster or to a third party.

Table 61 outlines detection methods:

Table 61: Detection Methods

Detection Methods

Description

End user report

End user reporting is key to IR, ensuring a mechanism is in place to allow
efficient reporting is crucial. End users can detect, or sometimes trigger,
an incident e.g. by clicking on a link in an email. Quick reporting and
reaction times are critical to mitigating damage caused.

Intrusion Detection System (1DS)

This can be either host or network based systems. It provides notification
of any suspicious activity.

Security Information and Event
Management (SIEM)

A SIEM system can receive inputs from many sources and can provide

advanced services such as log aggregation and analysis, event correlation
to detect potential incidents.

Anti-Virus (AV) Software Alerts

Alerts are sent from AV software to alert of potential infection.

Endpoint Detection Response (EDR)

Real-time continuous monitoring of endoints, provides alerts of
suspicious activity.

Network Monitoring Tools

These tools can monitor traffic usage and the status of network devices.
Can be configured to send alerts if certain thresholds are breached.

System Administrators

System Administrators are likely to detect incidents as part of their role,
by monitoring systems, receiving reports from peers and partners.
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Table 62 outlines containment strategies:

Table 62: Containment Strate gies

Containment Strategy

Description

Disabling compromised accounts.

Ensures that an attacker cannot access
data or systems as that particular user.

Reconfiguring a firewall to block
problem traffic.

If a particular service is being accessed
by a hacker, (e.g. Simple Network
Management Protocol (SNMP), this
traffic can be blocked.

Temporarily disabling the
compromised process / service.

Disabling the service will deny the
service to staff, and traffic from a
potential hacker will still be able to
access services.

Disconnecting the affected
network or network segment.

This could contain an incident (e.g. a
virus) from affecting other devices on a
network.

Powering down, computers,
servers or network devices.

This is the most extreme containment
strategy. It may be the only option
available if a serious incident were in
progress. (e.g. Cryptomalware
infecting files.)

Table 63 outlines the recovery process:

Table 63: Recovery Process

Recovery Process

Description

Identify the vulnerabilities and
resolve them.

Reduces risk of re-infection.

Address the safeguards that
failed. Install, replace, or upgrade
them.

Addresses security issues that caused
incident.

Evaluate monitoring capabilities.
Improve detection and reporting
methods.

Ensures monitoring capabilities are in
place ready to determine if another
incident were to occur.

Restore the data from backups, as
needed.

Data is restored as outlined during the
BIA process, restoring critical data and
resources first.

Restore the services and
processes in use.

Methodically restoring services.

Continuously monitor the system.

Monitoring for further incidents.

Restore the confidence of the
members of the organisation’s
communities of interest.

Management to issue a short
memorandum outlining the incident
and assuring all that the incident was
handled and the damage was
controlled.
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If the CSIRT are unable to contain an incident it may need to be
of adverse events.

Table 64: Adverse Event Descriptions/ Examples

escalated, Table 64 provides definitions

Adverse |Description Example
Events
Incident |Any adverse event, no matter how minor can be termed |Accidental deletion of a file.
an incident. The organisation is still able to function. Failure of a server
Disaster |If the CSIRT are unable to handle the incident, or the Natural: A storm or flood impacting the
incident is going to impact the organisation over a long functionality of an organisation.
period of time, then it is escalated to a disaster. Man-made: Cyber attack (E.g. Ransomware).
Slow Onset: Drought, or environmental
issues,
Rapid Onset: Earthquake, tornado.
Business |The process of mitigating the impact of a disaster by Organisation temporarily re-locates to a
Continuity |enabling business functionality from another location. secondary site.
Crisis A large incident that impacts on human life. A large fire involving emergency services.

The escalation process is outlined in Fig.35:

Incident
reaction

Incident recovery

= |

+IR can’t contain

sescalates to disaster
:

Y
Disaster reaction DR salvagefrecovery operations
DR plan activated (operations restored at primary site)
DiSastar fecovery % s, DR can't restore ops quickly DR complete T
bl '-..Ial:gge!s BC triggers end of BC 7 »
\ = BC operations
it ng l;':;wxm (operations established |
Threat of injury s at alternate site) sAll personnel safe
Business continuity or loss of life % *and/or accounted for
to personnel ;tnggﬂ; end of CM
= CM operations
Chila anagement Naponss (emergency services notified
CM plan activated sid cocndinates)
Crisis management and oordina
L L L
L ) L
Attack ocours Post attack (hours) Post attack (days)

Figure 34: CP Implementation Timeline [4]
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Table 65 outlines BC strategies:

Table 65: BC Strategies

BC Strategy |Basis Description Advantage Disadvantage
Hot Site Exclusive|*An alternate site which is an identical replica  [Allows for organisation to Most costly option. May be seena
Use to the primary site. continue functioning waste of resources if not utilised.
*All systems, network connectivity and live data immediately in the eventofa  |Could resources be better used
are in place. disaster. elsewhere?
Warm Site  [Exclusive|An alternate site with either all or some Can provide with a locationto | * Some work required to provide access
Use systems and connectivity in place. resume functioning, within a to latest data.
Live data is not kept up to date. matter of minutes/hours/days. |*Systems in place, but functionality
needs testing - potential issues.
Cold Site  [Exclusive|An alternate site with power and connectivity, |Can provide with a locationte  |* Need to source systems, with
Use but no systems or data. resume functioning, within a potential lead time issues.
matter of days/weeks. * Significantly longer MDT.
Timeshare (Shared |A Location that is shared with other Reduces cost of an alternate Issue if multiple organisations neat to
Use organisations. site. use the alternative site at the same
time. E.g alarge fire that impacts all
organisations at the same time.
Service Shared |An alternate location provided by a service * More cost effective than * Contracts need to be renewed
Bureaus Use agency for a fee. This is similar to renting a purchasing an alternate location |periodically, subject to rate rises.
location for the use of DR/BC purposes. outright. * Can be expensive. Renting can be
* No maintenance costs when  |seen as dead money.
not in use.
Mutual Shared | Two organisations agree to support one This is the most cost effective [ * Potentially time limited - organisation
Agreement (Use another in the event of a disaster. It allows the |option of all discussed. can wear out its welcome.
stricken organisation to use the facilities of the = Severe issue if both organisation
other in the event of a disaster. impacted by a disaster.

Once the CP plans have been developed, it is critical that they are tested regularly, Tables 66 outlines
testing methods:

Table 66: CP Testing methods

Testing Description | Advantage Disadvantage
Method
Desk Check |® A meeting arranged for all members of the respective team can review the IR, DR, | *Simplest form of test * Not a true test, more of a review.
BC, or CM plan. * It gives an opportunity for the team to
become familiar with the plan and raise
any concerns, and for updates to be made.
Structured | = A meeting arranged for all members of the respective team can go through the

Walkthrough

appropriate plan step-by-step.
* Each member of the team can discuss thelr actions and responsibilities at each step
of the plan during the exercise.

*Simple method of checking the plan.
*Team become familiar with plan.

* Confirms the roles and actions each team
member is to carry out.

confidence in backup & restoration system

Simulation |* Asimulation is a role play exercise * More realistic for staff as an actual *potential for a member of staff to
= The team is provided with & scenario, and carry out the actions required by the relevent plan. |scenario is provided. mistake the simulation as a real event.
* all communications must have "TEST" or "SIMULATION” in the subject heading to ensure that | %A pplying the relevant plan to a scenario
all staff know that this is an exercise.
* The simulation does not require staff to parform actions such as restoring data frem backup.
= The simulaticn ends with an AAR session to discuss the exercise, any areas that could be
improved.
Full * all members of the team carry out all actions of the relevant plan. These include | * Most rigerous testing method. * Most disruptive test
Interruption |service interruptions, data restoration from backup. *Tests data restoration - provides *should be conducted out of hours,

unsociable hours.
* potentially too risky for some
organisation to carry out.

Contingency Planning is key to the survival of an organisation. By proactively devising IRP, DRP and
BCP these can be enacted quickly if required. With pre-defined roles and responsibilities, staff are
aware of what is expected of them beforehand and can act immediately. Hartford Insurance
Company 40% of businesses fail for not having a DRP in place this highlights the importance of CP to
an organisation [4].
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A2.7 Protection Mechanisms

Protecting an organisation’s data and information assets is critical to maintaining the CIA triad.
Proving a user’sidentity and granting them the appropriate level of access is crucial; this is carried out
by Access Control (AC) which incorporates the four elements in Table 67 [3]:

Table 67: AC Elements

Access Control Elements |Description

Examples

Identification A subject makes a claim about their identity.
Subjecs are usually people, but can also be

applications, devices, services, or organisations.

Usernames, Tokens, Certificates, Secure
Shell (SSH) Keys.

Authentication Authentication allows the user to prove that the

identity is theirs.

Password, Personal Identification Number
(PIN), Biometrics, Keycards,

(Fingerprint, Retinaffacial/voice
recognition), Multi Factor Authentication
(MFA) or Two Factor Authentication (2FA).
Kerberos, IEEE 802.1X.

Authorisation Once the subject’s identity has been authenticated,

they can then be granted authorisation

AC S5chemes Attribute based, Role Based
AC. Access Control Lists (ACL). File

Accountability

on attempts.

Maintains a record of successful and unsuccessful log

Authentication Logs

Identification, Authentication, Authorisation, Accountability (1AAA)

Fig.36 illustrates the IAAA process [3]:

Authentication

User Server Directory
Server
1. 2. 2

User claims their Authentication Directory Server

Identity by server sends the verifies
entering their username and credentials
Username.

password to the

directory server

to verify details
are correct.

against records.

User must Prove
their Identity by
entering a
Password

If they match,
user
Authenticated.

Figure 35: IAAA Process

Authenticated

3

4,

If Authentication
process
successful, user is
then granted
Authorisation to
access resources
based on their
permissons.
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Table 68 outlines authentication technologies used [147] [148] [149] [150] [151].

Table 68: Authentication Technologies

Remote RADIUS  |* Authentication server with a client-server architecture. ™ Cetralised authentication system - allows for * Requires additional encryption between
Authentication Dial- * Accepts authentication attempts from client and checks authentication to be granted or rescinded quickly. the RADIUS and Directly servers.
in User Service credentials against a cetralised directory service. * Commonly used throughout industry.
* Vendor agnostic,
Lightweight Directory [LDAP * Protocol to allow authentications. * Open source, vendor agnostic protocol. *Needs to be configured correctly to
Application Protocol *Allows systems to start and close sessions. maintain security.
* Allows entries to be Added or Deleted.
Active Directory AD * Service supported by Microsoft Windows Server. = Centralised database of users and computers. = Proprietary to Microsoft
* Provides Database services to store data on both Users and * Can centrally manage permissions/ access control across
(Computers, the network.
* Utilises Kerberos for Authentication, * Integrates with other Windows Server functions, such as
group policy (GP).
Kerberos - * Authentication protocol = Kerberos 5 utilises strong encryption Advanced * Kerberos utilises Timestamps, therefore
* Grants tickets to allow users/devices Encryption Standard [AES). Time synchronisation is crucial.
* Utilises Symmetric Key Encryption *\Weaker Data Encryption Standard (DES)
* Consists of three services: utilised by legacy versions.
* Authentication Sarver (AS) *Vulnerable to Kerberoasting Attacks.
* Key Distribution Centre [KDC) *Gold/silver Ticket Attack
* Kerberos Ticket Granting Service (TGS}
Institute of Electrical |IEEE 802.1% * Industry standard used for authentication * Dynamic Virtual Local Area Network [VLAN) assignment  (* Complexity, may require support to
and Electronic * Allows authentication based on: based on authentication. igure and impl
Engineers Standard =Cr enterd during a ation. =A Member of staff can be placed on the staff network *MAC Auth susceptible to MAC spoofing
802.1% * Media Access Control (MAC) address of device. with access to services. attacks.
Known as MAC Auth. * A visitor or guest can be placed on a separate network,
* Can use Extensible Authentication Protocol (EAP) with internet access only or denied access entirely.
Network Access MNAC * Accepts user authentications and forwards it onto authentication |*Restricts unauthorised users from accessing a corporate | lssue with unmanaged devices
Control server using the |EEE B02.1X standard. network. *Some devices cannot support |EEE
* Utilises IEEE 802.1X standard to place user on appropriate VLAN. |~ Allows guest traffic to be segmented on a different B02.1%.
WLAN, securing corporate network,
Wireless Access WAP *Mot strictly an authentication technology - Main function is to * Provides security at the edge of the network closestto | If user's device is not configured
Point provides wireless services to users., the user - permitting/denying access, correctly, may require assistance from
* Provides NAC services, Service Desk.
* Acts as an authenticator, passing authentication requests onto the
RADIUS server and placing user on correct VLAN via IEEE B02.1X.
Network Switch - |As above for wired services. As above for wired services. As above for wired services,
Extensible EAP *A framework used for authentication. (Usually for Wireless * Some EAP vairants utilise Transport Layer Security (TLS) |* Can be complex to implement
Authentication networks). therefore Secure. * Some variants of EAP require
Protocol * several variants of EAP protocols * Vendor agnostic certificates, require significant resources
to manage certificates.

EAP allows both wired and wireless authentication and
variants can be found in Table 69 [3] [151].

integrates with a RADIUS

server; the EAP

Table 69: EAP Variants

‘Wireless Authentication Protocol Certificates Requi Description Disadvantage
Protected Extensible PEAP Servers authenticated * Keys are replaced regularly using Temporal Key *Server Authenticated
Authentication Protocol using certificates. Integrity Protocol (TKIP) as well as user.

* Transport Layer Protocol (TLS) to secure *Tunneling maintains

authentication process. confidentiality.

= ded to NG for general authenticati
Extensible Authentication Protocol |EAP-FAST |Certificates not required. [Developd by Cisco, enables fast re-authentication. * Quick re- *PSK may not be the
Flexible Authentication via Secure Utilises Symetric Pre-shared Key (PSK), or dynamic authentication. most secure.
Tunneling public keys.
Extensible Authentication Protocol |EAP-TLS |Certificates required. *® Very secure as both servers and user devices are *Mutual Certificate
Transport Layer Protocol Required for both user  |authenticated using certificates. authentication based |Management

device and servers. * Recommended to NG for authenticating users with  [on certificates. overhead.

access to IP,
Extensible Authentication Protocol |EAP-TTLS |Servers authenticated * User devices do not require certificates. Removes certificate Additional software
Tunneled Transport Layer Protocol using certificates. * Additional software required. management required on user

overhead of EAP-TLS. |device,
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Fig.37 illustrates the 802.1X authentication process [3]:

IEEE 802.1X Authentication Process

Supplicant Authenticator AU Tty DWEC‘.OW
Service
0 . E E
(EAP) ‘ (RADIUS) (LDAP)
NAC Enabled RADIUS
U ADS
B Switch or WAP Server sk

Figure 36: IEEE 802 1X Authentication Process

Biometric Authentication is regularly used for authentication with varying degrees of success, see
Table 70, and biometric authentication metrics in Table 71:

Table 70: Examples of biometric authentication

Biometric
|Authentication

Description

Advantage

Disadvantage

Fingerprint

Utilises the unique patterns of ridges and valleys

of a users fingertips.

* Most common and widely adopted
method of biometric
authentication.

* Does not rely on user memorising
password.

* Easy to use.

*Injury to hand or fingers

Facial Recognition

Measurements of facial features are used.

*Easy to use.
* Becoming more widely used and
accepted.

*Some instances of fraudulent
authentications by using photographs of
user.

* Privacy issues as a photograph of users
must be stored.

Voice Regoniton

Uses the sound, patterns, rhythm or a user's
voice.

* Commonly accepted use as an
authentication over the phone for
some banks.

* Ease of use.

* Potential fraudulent authentication using
arecording of the user.

* Authentication failure due to user having a
medical issue such as a cold.

Retina Scan

Uses the unigue patterns of blood vessels at the
back of the eye.

* unigue method of authentication

* User must be close to the retinal scan
reader for successful authentication.

* Not the most convenient method of
biometric authentication.

Table 71: Metrics used in biometric authentication

Metric

o

Acronymn |Description

I False Reject Rate

FRR

The genuine user attempted to authenticate, but was rejected using the
biometric method.

1] False Acceptance Rate |[FAR An authentication is attempted by a fraudulent user and is accepted.
Relative Operating ROC This is the comparison of FRR against FAR. A graph is used to illustrate this.
Charecteristric
Crossover Error Rate  [CER This is the area on the ROC graph where the FRR and FAR intersect.
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Fig.38 illustrates ROC:

Type | Error Rate:

False Accept Rate

Crossover

Error Rate

Type | Error Rate

False Reject Rate

Figure 37: Graph displaying ROC and CER

See Table 72 for MFA techniques regularly used to confirm the authentication of a user:

Table 72: MFA Technigues

Authentication Method
something you know

Password, PIN

Most widely accepted form of authentication [Auth).
Most users are familiar with this form of Auth.

Human factors: Use of simple passwords, re-use of the same
password.

Solution: A Password policy requires users to generate a
length and Also they
must change their password after a set period.

of

Something you have

Mabile Phone: MFA
Applications (App)

Most people have smartphones today therefore MFA Apps
are very popular.

Mobile phones can be stolen or become lost. Or potentially
run out of battery power.

Hardware token,

Hardware tokens are still available, dedicated Auth device,

Cost implications, the provider must manufacture, and ship
the hardware token to the user. The token could become
last or stolen.

something you are / can
produce

Biometric Auth techniques.
Fingerprint, Iris/Retina
scan. Voice recognition.

some methods more successful than others, but overall easy
touse and no need for user to remember anything.

some methods not widely accepted, e.2. DNA, Medical
condition can cause an issue. E.g. if the user has a cold,
voice recognition may not work.

Once authenticated, AC grants permission to services, resources and data based on their user account
and permissions. This process is known as authorisation, which is outlined in Table 73.
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Table 73: Access Control Schemes

Form of Access Control
Attribute Based Access Control |ABAC

|Acronymn |Description

ABAC is used with Active Directory (AD) where attributes can be configured for a user's
accout to permit/deny access and set privileges.

Discretionary Access Control DAC

DACs can be used PCs (Windows and Linux) to secure files and directories.

Mandatory Access Control MAC

MAC are configured centrally and are generally used in high security environments.
Utilised by Government departments such as the National Security Agency (NSA) and
the military. Implemented in the Security Enhanced distribution of Linux (SELinux).

Role Based Access Control RBAC

RBAC uses role defines to configure privileges and access controls. A user with an IT
Administrator and Canteen Manager will have different levels of access to carry out
their roles.

Rule Based Access Control RuBAC

RuBAC utilises Rules such as Access Control Lists (ACLs) to grant access. An example of
RuBAC are the rule sets used with simple firewalls, routers and switches.

Privileged Access Management |PAM

PAM is a process where least privilege permissions are configured, only allowing the
user enough permissions to carry out their daily role. If required, PAM allows privilege
escalation for a set period of time for an administrator to carry out a task, before
removing that permission again.

User file permissions are outlines in Table 74:

Table 74: Description of file permissions

Permissions | Description

Read Permission to read file/directory

Write Permission to write to a file/directory

Execute Permission to run executable files and scripts.

Modify Permission to add or delete files to directory, or modify
file and file properties.

Fig.39 shows a screenshot of file permissions in a Windows 0S.

TEST Properties

Object name: CATEST

Group or user names:
B2 Autherticated Users
82 5vSTEM

B2 Users (DESKTOP-BODAEIF Lisers)

To change pemissions, click Edi.
Pemissions for Authenticated
Users

General Sharng Securty Previous Versions Customise

H2 Administrators (DESKTOP-BO0AEIF Administrators)

X

Modify

Read & execute
List folder conterts
Read

Write

Special permissions

OK Cancel

For special permissions or advanced settings, m:ed
cick Advanced. il

Apply

Figure 38: Example of permission configuration in Windows
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By implementing security frameworks, organisations also implement security practices to safeguard

their information assets, and systems. Security controls are a key component of an InfoSec
programme, some examples are detailed in Table 75:

Table 75: Security Control Categories

Preventative  |Deterrant  |Physical Detective Corrective Recovery Compensating
Management |Guest/visitor |Policy (EISP, |Policy: Security  |SIEM correlation |Offboarding Disaster Two person
registration ISSP, SysSP) |clearance reporting process - User AD |Recovery Plan |control,
required for account (DRP) separation of
secure locations deactivation duties
Operational |Gates, Locks, [Signage Fire suppression, |CCTV, Security [Uninterruptible |Proceduresin |Defensein
flood lights Gates, bollards, |Guards Power Supply DRP followed |depth
burglar alarm. (ups)
Technical Authentication |[Encryption, |[Electronic Llocks [Network Backup Backup Segregated
Systems Login can audit access to|Monitoring tools, [restoration, file  |restoration, VLAN, Isolated
Banners secure areas. IDPS, SIEM, Logs |recovery file recovery  |network

It is recognised that data can be in one of three states which needs to be considered when
implementing protection mechanisms these are described in Table 76:

Table 76: Three states of data

State

dati,

Data at rest

Data stored on a
SErvVer or on
backup media.

Full Disk Encryption (FDE)

FDE should be configured on all NG devices. This ensures that data is secure when the
device is not in use. Also, if device is stolen, the data will remain secure. Maintaining
Confidentiality.

Data in motion

Data being
transported
across a network.

Virtual Private Network [VPN)

VPN (IPSec) to be implemented. This ensures that data is encrypted whilst in transit.
This is crucial especially for Wireless networks. VPNs ensure confidentiality is
maintained of NG's Intellectual Property.

Data in use

Data loaded into

Firewall rules

Ensures that only trusted devices can gain access to PCs on the NG network.

active memaory
and being
accessed/edited

Configuration hardening of end

user device.

This will make it more difficult for an sttacker to gain access to the user's PC, by closing
unused ports, removing applications that are not required. Recusing the attack surface
of the end user's PC.

It has already been established that the securing the network is crucial as that is the ingress point for
many attacks, the protection mechanisms used to protect the network are described in Table 77 [152]
[153] [154]:
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Table 77: Protection Mechanisms

Sandbaxing
Threat Prevention

Can conduct checks on data entering the network to determine if it is malicious
before the user Is even sware of the data.

Firewall FW Standard Firewalls that permit/deny access to data or services based on Internet simpbe configuration. Subject to spoofing attacks.
Protocel (19) Address, Port, or Agplication status.
Next Generation Firewall NGFW Provides functionality of traditional firewall combined with many of the features All in one Cybersecurity solution. Configuration can be more challenging,
belaw.
Intrusion Detection Service  |IDP System that monitors network traffic and sends and alert to CSIRT. If attack is detected s message is sent to CSIRT to take  |* Delay in action, could be 2 number of hours If during
Jaction. |evening or during holiday seasan.
Intrusion Prevention Service [IPS Systern that monitors network traffic and blocks traffic sutomatically. Action takes place as soon as incident detected. " If false alarm this could cause an outage.
* Would reduce confidence in the IPS.
TmErusion 075 WGs 103 andi 173 are T8 SAME GEVICR o1 SEVICE, thereTors cemmed IOFS Some 1075 systams and repart back |- Poarly 1075 can g v
Detection/Prevention Service :fnﬂwm Pt O"":ms; : - o a central location. Protecting bath the netwark and  [alerts.
-+ Sirvotrs bsec 106 - Aasedon ainck devices. * Administrators may miss a genuine alert.
* Anoreaiy-Based IDFS - Baseline used to establish normal trafic, sbnormal sctivity triggers IDFS
Deep Packet Inspsaction oP Inspects the contents of each packet as It passes through the FW. * Detect and blocks malicous traffic. Potential privacy Issues.
" Detect traffic from malicious websites.
Unified Threat Management | UTM * & UTM combines the capabilities of a Stateful Packet Inspection [SPI) fi Provides significant over standard firewalls. |Mas now been superseded by NGFW.
the below:
* 1095, DAL, Spam filter, Content Filter
Anti-Virus AV * AV should be Installed on end devices and servers. * Monitors and datacts virus infactions, * AV must be maintainad regularly by Servica Desk.
* A capabilities also build inta NGFW 5o iciaus traffic can be blodced. " can send alerts of virus infections. " Ensure that only one AV installed on device.
Data Loss Prevetntion DLe * Data is categorised according to sensitivity. * Sensitive datacan be detected
* DLP then pather with group policy to identify data, | If leaving a protected 20ne can ba:
* Encrypted, Modified or deleted
(Website Filtering {Unified URLF * Can be wsad i o hich can be accessad fram the  [Blocks access to known malicious sitas.
Resource Locator Filtering) isati
|Access Control AC Allows access to resources based on User account or devide. Allows accass to resources required by staff, using Least
Privilege methodology.
[Application Cantral AC Used an being used on palicies can then be [ Can block access to applications deemed high risk, such
PEEI\edtoﬁ!e traffic to parmit/deny access. a5 data sharing applications.
Threat Teed: ificati iety of sources [Eg. Can provi i 1 C (=]
|open source] advising of newly identified threats.
Isolation erviranmant that allows tial malwara to be analysed Analysis of coda suspacted of baing malwara.

Cecure Socket Layer
ection

|s—su

Enables the NGFW ta inspect encrypted data such as HTTPS traffic.

* Detect and blacks malicous traffic.

" Detect encrypled sensitive data leaving protect

| performance issuss of FW or natwork.

* can be canfigured to rastore files to original version.

[Endpoint Detection and
Res 58

|§:n

Deployed on endpoints te menitar anamalies and loCs.

* Austomated reporting to CSIAT or SIEM
" EA”I detection and response mechanism,

Fall Disk Encryption FoE Encrypts data of device wihen data is at rest. Ensures data is secure if uirement
Security Information and SIEM " Collects data Network i router logs, FW, | " Collects and Analyses Security logs and data * Focused an data collection and analysis, does not
Event Management IDPS, PC5, EDR, Sanvers, Threat Intelligence, 3ud parties| * Allows for detailed Log analysis ¥ SECUrITY measures,
* Correlates data and alerts CSIRT. * Event Carrelation
* Centralised Cybersecurity tool
* Automated alerting
¥ S0AR Extend: I of SIEM by IR procasses, g * Quickly and raact
Automation and Res, blacking maliciaus traffic. * Automatically acts on Threat Intalligence.
Cloud Access Security Broker [CASE Act as 8n intermediaries between user and CSP. * Ensures that CIA triad is maintained between
* Ensures Data Sacurity, Thrast Protaction, Complianca and Visibility. organisation of doud services.
* €an implement resource policies to limit damage. * €an ensure budgets are maintained. * CASE solutions are costly.
Mobila Davice Management  (MOM * Provides a platform to manage mobile devices (Android and Apple) * Can provide remote managemant for all Mobile
* Allows deployment of new software, Operating System (OS] updates, new devices across the arganisation in one location.
configuration uploads, and remote wipe capatilitias, * Processes can be automated to run out of hours.
Unified Endpoint UEM * UEMs provide the same management of mobile devices as MDM * s MOM, but extends the capabilities to many mare
Managament * In additian can manage desktop and laptop PC and many other devices. devices,
[File Integrity Monitor Filt Mantars and reparts on any file changes. " Can detect and alert on file changes. * Can be challenging to configure and maintain.

* Generates s lot of natwaork traffic,
Comglexity e configure and implement.
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Table 78 Outlines the variety of firewalls that can be implemented:

Table 78: Firewalls

Firewall
Packet Filtering
Firewall

* Netwaork traffic is filtered based on:
* Source/Destination Internet Protocol (IP) Address
* Protocol [E.g, IP, Transport Control Protocol {TCP), or User Datagram Protocal [UDP)
* Source/Destination Port

* simple to configure.

* Maintenance issue, need to update IPs regularly.
* Susceptible to IP Spoafing attacks

* Scalability is an issue, due to simple
configuration and technology.

* Evaluates each packet individually, cannot
[permit/deny traffic based on full stream.

* Cannot provide the functionality of newer, more
advanced firewalls.

[Application Layer
Browy Firewsll

* Situated between the server and client and filters traffic at the Application Layer.

* Allows Proxying by accepting requests on one port and, if traffic is permitted, forwards them on another
port. Otherwise packet is dropped.

* Allows Network Address (NAT). o 1P Adh
Address ranges as ourlined by Request For Comment (RFC) 1918,
* NAT allows a 1-te-1 translations.

* Port Address Translations {PAT) can be used in conjunction with NAT utilising port numbers to allows
firewall to based on port

* PAT allows many-to-one translations.

g between Public and Private IP

* More secura that Packet Filtaring Firewall

* Obscures internal netwark behind single IP
Address

* Utilising NAT/PAT allows many devices to
connect and appesar to be from a single IP Address.
* Utilising Proxy can improve throughput - e.g. if
multiple users request the same webpage.

* More resource required by the Application Layer
Browy Firewall as it carries out more advanced
fittering.

* Some applications will not function if they see
[two or more device connecting from the same
[public 1P Address.

Web Application
Firewall {WAF)

* similar to Application Layer Firewall but spacifically protects Web Services.

* Recommended for organisations that host their own web services.

* NOT Rouired by NG as they utilise cloud services. It has been confirmed that the Cloud Service Provider
(C5P) implement WAF as part of their infrastructure.

* Protects against:
*Cross-Site Seripting (XS]
*server-Side Request Forgery (SSRF)
*Cross Site Request Forgery (CSRF)
*Structured Quary Language [SQL} Injection [SQLI)

* Incorrect configuration can provide a false sense
of security.

Stateless Firewall

* Evaluates each packet individually to ascertain whether 1o permit/deny traffic
* Does NOT stare the current state of the netwark connection,
* Doas NOT inspect tha full stream of traffic from one dewvice to parmit/deny traffic.

* Simple eonfiguration

* Scalability is an issue, due to simple
i ian and

* Lower latency due te less traffic anal

* Cannot provide the functionality of newer, mare
advanced firawalls.

* Evaluates each packet individually, cannot
[permit/deny traffic based on full stream.

Stateful Packet
Inspection [5P)
Firewall

* Keeps track of all established network connectsions

* Maintains a state table which logs of all connections

*Manitors the full stream of traffic and makes decisions of traffic in the stream rather then individual
packets,

*If 5P Firewall cannot mateh a packet based on state table information, it will resort to packet filtering.

* Filters traffic based on connection state.

* Hardened configuration - does not require many

ports open to provide a raliable connection.

* sPI firewalls can log network behaviour, if under
attack, these logs can be used to analyse the attack

* Configuration more complicated than ather
firewall types.
* More resourcas required to anayse traffic.

Next-Ganeration
| NextGen] Firewall
{NGFW].

* NGFWs combine the functionality of the $PI firewall discussad above with other

and prevent future attacks.
b= allows InfoSec team to

to provide 2 complete security solution.
* Allows integration with AD for end user authentication.
* Depanding on Make and Model, examplas of additional festures provided by NGFWs ara:
* UTM, Anti-Makware, Anti-Virus {AV), IDPS, DPI, DLP, 5SLInspection, Website Filtering, Access Control,

configure, maintain and manage NGFWs at
multiple locations.

* Full Cybersecurity solution, not only a firawall.
* Threat prevention can stop malicious

Cantrol, Threat feeds, Threat . Centralised

from being opened by user,

* Configuration more complicated than other
fireveall types.

* More resources required 1o anayse traffic,

* Cost - of both the NGFW and ongoing costs for
subscriptions.

Table 79 Outlines the implementation of FWs:

Table 79: Firewall Implementation methods.

Architecture
Single
Bastion Host

Descri|

* Single FW device, usually with two network interfaces, known as dual homed.

* Interface 1: Connected to the Local Area Network (LAN] - Internal / Trusted Zone,

(Private IP Addressing as outlined by RFC 1918)

* Interface 2: Connected to the Internet Service Provider (ISP)- External/Untrusted Zone.

[Public IP Addressing)
* Provides Routing, Firewalling, Proxy and Translation services (via NAT/PAT).
*Suitable for:

* Domestic use / Working From Home [WFH)

* small Office/Home Office (SOHO).

* small/ Medium sized organisations.

and maintain.

simple configuration, easy to install

* Simple architecture, potential
target for attackers.

*Single FW, fault or attack
could render the organisation
without network connectivity.
* Cannot securely provide
access to shared resources for
customers, partners, or
suppliers.

*Itis led that NG impl. a5c d-Subnet with FWs in HA.

Screened- * single Application Layer FW device, with three or more network interfaces, * More advanced Application Layer  |® Single FW, resiliency issues.
Host *Interface 1: LAN - Internal / Trusted Zone, (Private 1P) FW used - providing enhanced * Only one device can be

* Interface 2: ISP- External/Untrusted Zone. filtering. hosted in the Screened-Host

* Interface 3: Screened Host network. Private and Public IP Addressing. * Allows controlled inbound trafficto |zone.

*Two Domain Name Service (DNS) entries - Screened-Host (One Public the other Private). [the screened-Host.

* Provides Routing, Firewalling, Proxy and Translation services (via NAT/PAT) also * Authenticated and Authorised users

provides controlled access by filtering requests from untrusted internet zone to the (Customers, partners, suppliers) can

Screen-host. |access shared resources.
Screened- * As above, but in place of a single Screened-Host device, anew zone is created termed | * Allows Authenticated users to *Single FW, resiliency issues.
Subnet the Demilitarised Zone (DMZ). access multiple servers in DMZ.

*The DMZ can host several servers that can be accessed externally by authorised users. | * Allows for load balancing incoming

* additional filtering Is in place to restrict access to the DMZ, ensuring that traffic cannot  |requests - seluton for high traffic.

be routed from the Untrusted to the Trusted zone via the DMZ.
High * As Screened-Host - Three Zones - Trusted, Untrusted and DMZ. * Benefits of Screened-Host. * Complexity
Availability |* Two FWs connected together in HA and appear as a single FW. * Resilient Networking. * Cost of hardware and ISP,
{HA) * Each FW can be connected to a different ISP to improve resilience.
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Fig.40 lllustrates the recommended FW deployment for NG:

Demilitarised Zone
(DMZ)

Screened
Subnet

Internet

Firewalls in High
Availability (HA)

Untrusted Zone

Figure 39: Screened-Subnet with FWs in HA.

Trusted Zone

As discovered during research, it is crucial to the success to a security programme that InfoSec teams
can proactively scan and analyse the network identifying weaknesses which can be resolved. Table
80 outlines the tools used.

Table 80: Tools used to network analysis

Type

Examples

Disadvantage

Port Scanners

* Used to scan a device or network to view open/closed ports on
a device or devices.

Nmap, Zenmap

* Useful for fault finding
* Configuration Hardening

* Attackers can test which ports
are open, and then goon to
search for exploits based on
open ports.

Vulnerability
Scanners

* Used to scan a device or network to view vulnerabilities.

* The scanner will list any Common Vulnerabilities and
Exposures (CVE).

* The Common Vulnerability Scoring System (CVSS) will score
the vulnerability from 0-10.

* CVSS None(0), Low (0.1-3.9), Medium (4-6.9), High(7-8.9),
Critical (9-10).

* Resolutions are also provided in the report.

Nessus, OpenVAS

* Pro-Active action - searching for
vulnerabilities and resolving them.

* Onee identified, control measures
can be put in place.

*Vulnerability Scans can be scheduled
to run automatically.

* Report produced can be shared with
other departments.

* Allows attackers to search for
vulnerabilities.

Packet Sniffers

* Used to view traffic on the wired or wireless networks.
* Can save network traffic to a capture file for later analysis.

Wireshark,
Tshark, TCPDump

* useful for fault finding
* configuration Hardening

* Allows attackers to view
sensitive data if transmitted in
clear text (E.g. Passwords).

* Possible to re-send capture in
a replay attack.

Trap and Trace:
Honey
Pot/Net/File

* A decoy system used by administrators to monitor malicious
activity.

* Used to gather information on how attackers behave so that
live systems can be better protected.

T-Pot, Glutton,
SNARE.

* Distraction for attackers, takes their
attention away from live systems.

* Provides valuable information on
types of attacks possible.

* Requires resources, to
configure, maintain and
monitor the honeytrap.

* Poorly configured honeytrap
could be used as a jumpbox

into live systems.

91




Once weaknesses have been identified, the InfoSec team can resolve them by either deploying a
software/firmware update or through configuration changes, disabling weak protocols in favour of
secure/encrypted equivalents, this process is known as configuration hardening, see Table 81:

Table 81: Examples of Configuration Hardening

Protocol Port 5 y Port

Telnat - 3 *Talnet sends all communication in clear Secure Shell S5H 2 * Encrypts all traffic.
text. This includes all passwords and * If attacker were to intercept traffic, all communications
commands, carried out in ciphertext,
* Allows an attacker to intercept this traffic
and log into the device,

Hypertext Transfer  |HTTP B0  |*HTTP sends all communication in clear text. |Hypertext Transfer HTTPS 443 |* Encrypts all traffic.

Protocol This includes all usernames and passwords.  (Protocol Secure * If attackar were to intercept traffic, all communications
= Allows an attacker to Intercept trafficand camied out In ciphertext,
gather usernames and passwords.

File Transfer Protoccl |FTP 20 & |* Does not implement encryption - all traffic |Secure File Transfer SFTP 22 |*Implements S5H to provide encryption.

21 |send Inclear text including passwords. Protocol * preferred as port 22 may already be permitted allowing
* FTF not as common now, web / HTTP S55H B SFTP.
services are preferred. File Transfer Protocol FTPS 939 & |* Implements TLS to provide encryption.
Secure 930 |* Additional ports need to be opened increasing attack
surface.

Domain Name Service | DNS 53 * If the DNS server does not have a DNS Domain Name Service DMS Sec 53 * Does NOT provide confidentiality, but authenticates
record, It sends a recursive DNS lookup to Secure other DNS servers via Digital Signatures.
any DNS servers, * confirms integrity of DNS records from trusted sourcas.
* Potential for DNS poisoning, where a * Builds a chain of trusts.
malicious DNS record is fed back.

Simple Network SNMP 161 | All datais sentin clear text Simple Network SNMP w3 [161 & | Provides encryption, and authenticaton

Management Protocol (vi/2 & * Provides some authentication via a Management Protocol 182  |* Vaidates SNMP messages.

Versions 182 162 |"community string” Versions 3

Several different logs are generated by systems, some of the key logs are detailed in Table 82 [3]:

Table 82: Log files

LogFile Description

| Advantage

Disadvantage

System Logs

Tracks all actions while system is

Provides details on all system changes error messages generated

functioning.

by the system can also be located here.

Many log messages are generated by the system,
so familiarity of log system is crucial.

Application Logs |Messages generated by

applications are tracked here.

Application updates or error messages logged.

As above.

here.

* Can indicate an attacker carrying out reconnaissance /

footpinting.

Security / Stores all successful and * Malicious authentication attempts can be tracked, e.g. several [Some processes, such as wireless, re-authenticate
Authentications |unsuccessful authentications.  |incorrect login attempts. every so often increasing log size. Knowledge of
Logs * Privileged use is logged. log filtering and searching is imperative.
Web Logs Services like Microsoft Internet | * Tracks what services where accessed, when and from what IP. |Many genuine requests will be found in this log,
Information Services (115) and * These logs are crucial when dealing with an IR scenario where a [therefore Log analysis skills are crucial in
‘Apache will track web activity.  |hacker is attempting to attack web services. Such as DoS or SQLI. |detecting malicious activity.
DNS Logs All DNS queries are tracked * Can indicate compromised systems based on DNS queries. As above.
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The IEEE introduced the 802.11 wireless standards which sets out the capabilities of wireless devices,
these are outlined in Table 83:

Table 83: IEEE 802.11 Standards

IEEE Speed |Frequency |Analysis
802.11 | (Mbps) (GHz)
standards
A 54 5 It is recommended that 802.11A/B/G be disabled on NGs wireless network. This will stop older
B 11 2.4 devices connecting to the wireless network, which are more likely to have vulnerabilities.
G 54 2.4
Also will improve performance as a Wireless Access Point (WAP) can only transmit data at the speed
of the slowest connected device. Therefore if a single device using 802.11B connects, then ALL
devices will only be able to transmit at 11 Mbps.
N 600 2.4/5
AC 1,300 3
AX 9,600 2.4/5/6 [(Itis recommended that NG purchase a wireless system capable of supporting AX as a minimum spec-|
ification. This ensures system the system is fit for purpose for a long period and that it does not
become End of Life (EoL) soon after installation.
This is crucial from a security standpoint to ensure that security updates and maintenance contracts
are available for the wireless infrastructure.
BE 40,000 2.4/5/6 |The BE standard having only been released will be too costly at this stage.

Protecting wireless data whilst in transit is crucial this can be done by implementing suitable Wireless
security standards outlined in Table 84 [3] [155] [156] [157] [158]:

Table 84: Wireless Security Standards

A Status. \EEE  |Description Analysis
Security
Wired WEP Compromised This wireless security standard has been compromised for some time now. Itusesa Mot suitable for use.
Equivalent compromised RC4 encryption algorithm.
Privacy
Wi-Fi WPA Compromised (802,111 |WPA uses some of the same techniques as WEP and has since been compromised. Mot suitable for use.
Protected
Access WPAZ In current use |802.11i [WPA2 uses Advanced Encryption System-Counter Mode Cipher Block Chaning Message This Wireless security
Authentication Protocol standard is the currently
accepted standard. This would
[AES-CCMP encryption and therefore strong. be suitable for use by NG.
Key Length: 128-256 bit
Two vairants of WPAZ: But it has been decided to

utilise WPA3 for its enhanced
WPAZ-Personal: This allows a Preshared Key (PSK). Users enter a wireless password to security features. As they

authenticate. would exceed the security
requirements and less likely
WPAZ-Enterprise: This requires a centralised Authentication infrastructure - RADIUS to become compromised.
server utilising IEEE 802.11x. Therefore each user has unique login credentials via AD.
WPA3 Slowly being  [802.11i [WPA3 uses a stronger form of AES encryption and therefore very strong. Itis recommended that NG
implemented implement:

[AES Using Galois-Counter Mode
WPA3 in Enterprise mode as it
AES-GCM provides the latest security
Kay Length: 192-256 bit features.

There are also two vairants of WPA3:
Centralised Auth utilising
WPA3-Personal: Uilises Simultaneous Authentication of Equals {SAE) process in place of |B02.1x via a RADIUS server,
Preshared . Users generate their own password to authenticate. Implements Perfect

Forward Secrecy - This ensures data is encrypted even if password has been This server will also
compromised. authenticate users via the
Wired LAN,

WPA3-Enterprise: RADIUS Auth as WPAZ. Additional encryption of network frames at
Layer 2.

It is crucial that data transmitted over wireless is encrypted to ensure the CIA triad. Table 85 outlines
the two methods of encryption [3] [159] [160]:
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Table 85 Encryption Comparison

Encryption Type [Description

Disadvantage

Symmetric A Private Key is shared between
users. Sometimes known as a shared
secret. This is also sometime referred

to Pre Shared Key (PSK).

* Fast Encryption.

* Single Shared Key to Encrypt and Decrypt

* Simpler configuration {On small scale)

* Provides Confidentiality and Integrity Only.
* Bulk encryption,

* Not Scalable.

* Sharing key is difficult - Out-of-band
exchange.

Solutions: Physical key exchange or
Diffie-Hellman {DH) key exchange.

* Cannot provide Authentication OR
Non-repudiation (Proves Validity or the
sender of data) as single key is shared.

Asymmetric Each user has two keys - A Public and
Private key pair.
Public Key: Encrypts message

Private Key: Decrypts message

Public Key: Decrypts Digital Signature
Private Key: Encrypts Digital Signature

* Scalable.
* In-band key exchange
* Provides C,I,A and Nonrepudiation. Each key is
unique therefore can validate sender.
*Used in Public Key Infrastructure (PKI)
* Used for Digital Signatures
* Nonrepudiation of user, & Integrity of data.
* Digital Certificates - Endorsed copy to public key.
* Authenticates user, device or service
* Provides Data Intrgrity
* Ensures Confidentiality
* Non-repudiation of sender

* Slower Encryption.
* More complex configuration

Fig.41 lllustrates the Symmetric Encryption process used to send a message.

Symmetric Encryption

—e

1. Symmetric Key
Generated by Alice

Pre-Shared Key
(PSK)

Alice

e

3. Alice encrypts a
message using the
symmetric Key

Figure 40: Example of Symmetric Encryption

4. Alice sends encrypted
message to Bob via the

2. Key Shared out-of-band with Bob.

—e

Key exchange methods include:

* Physical transfer
* Diffie-Hellman Key Exchange

Bob

Internet

internet.

g

5. Bob decrypts Alice’s
message using the SAME
symmetric Key
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Fig.42 lllustrates the Asymmetric Encryption process used to send a message.

Asymmetric Encryption: Sending a Message

1. Alice generates a Private Public key

and Public key pair. Repository.

Alice’s Private Key.  Alice’s Public Key.

—8

3. Public keys stored
centrally accessible to

Alice authenticated users.

-8

2. Bob generates a Private
and Public key pair.

Bob’s Public Key.  Bob's Private Key.

-8 ¢

-8

Internet
3. Alice encrypts a 4. Alice sends encrypted
message using Bob's message to Bob via the
Public Key internet.

Figure 41: Example of Asymmetric Encryption — Message

5. Alice's message
decrypted using Bob’s
Private Key

Fig.43 lllustrates the Asymmetric Encryption process used to send a digital signature.

Asymmetric Encryption: Digital Signature

1. Alice generates a Private Public key

and Public key pair. Repository.

Alice’s Private Key.  Alice’s Public Key.

-8

3. Public keys stored
- centrally accessible to

Alice authenticated users.

-8

2. Bob generates a Private
and Public key pair.

Bob's Public Key.  Bob’s Private Key.

—.-,‘

-—@

Internet
3. Alice Digitally Signs a 4. Alice sends Digitally
message using Alice’s Signed message to Bob via
Private Key the internet.

Figure 42: Example of Asymmetric Encryption - Digital Signature

5. Bob received message
from Alice.
Bob can Authenticate message
using Alice’s Public Key.
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There are different encryption standards which support different key length. A longer the key length
increases the amount of time taken by an attacker to decipher the encrypted data, examples are found
inTable 86 [3]:

Table 86: Encryption Cypher Standards

Encryption Standard Acronymn | Algorithm type |Key Length (bits) |Status
Rivest Cipher 4 RC4 Symmetric 8-2048 Unsecure
Data Encryption Standard DES Symmetric 56 Unsecure
Triple Data Encryption Standard |3DES Symmetric 168 (3x56) Unsecure
Advanced Encryption Standard  |AES Symmetric 128, 192, 256 Secure
Rivest Shamir Adleman RSA Asymmetric 1024 - 4096 Secure

The two Formulae below can be used to illustrate the number of keys required based on the number
of staff, the result can be found in Table 87.

Equation 1: Symmetric Cryptography Formula [3]

n(n —2)
— keys
Equation 2: Asymmetric Cryptography Fornula [ 3]
2n keys
Table 87: Comparison of Symmetric and Asymmetric Key Numbers
People |Symmetric| Asymmetric
1 0 2
2 1 4
3 3 6
4 6 8
5 10 10
6 15 12
7 21 14
8 28 16
9 36 18
10 45 20
20 190 40
30 435 60
50 1,225 100
100 4,950 200
200 19,900 400
300 44,850 600
400 79,800 800
500 124,750 1,000
1,050 550,725 2,100
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From Table 87 for all staff at NG to receive a key using Symmetric encryption would require over half
amillion keys. Using asymmetric encryption requires more processing power. The solution is a hybrid
system using both encryption methods. An example of this is the Diffie-Hellman key exchange where:

e Asymmetric key is encrypted using asymmetric encryption (Public key of recipient to encrypt).
¢ The recipient then decrypts the symmetric key using their private key.
* Now both parties swap over to use the Symmetric Key.

Using Public Key Infrastructure (PKI) utilises asymmetric encryption to allow organizations/users that
were currently unknown to one another to communicate securely. This is done by using Digital
Certificates which both provide the public key to the other party. Digital Certificates are also signed
by a trusted Certificate Authority (CA) providing a chain of trust. Fig.44 lllustrates and Table 88
describes this process:

Public Key Infrastructure: Digital Certificate Enrolment Process.

1
Nature Garden (NG) - Certifying Authority (CA)

1. NG requiring a Digital Certificate, contacts CA to verify:
A) The legitimacy of organisation
i 4 B) Ownership of demain: naturegarden.com

i -
Iy @q

2. If CA is satistied with verification. The organisation (NG}, can create a Certificate Signing Request (CSR)

Provides an endorsed copy of NG's public Key along with X.509 certificate Attributes.
e | D

C5R:
%509 verslon
Commen Name:

naturegarden.com

NG Public Key 3. CA Creates Digital Certificate based on details in CSR.
4. CA Digitally Signs Digital Certificate with CA's Private key.

5
D 5. CA now sends the newly signed certificate to NG

6. NG can now use Digital Certificate to provide secure communications with Customers, Suppliers and Partners,

F 3

Customers ~
Suppliers

Figure 43: PKI Certificate Enrolment
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Table 88: Digital Certificate Enrolment

Step |Digital Certificate Enrolment

Description

Enrolment with Certifying Authority (CA).

Verification of organisation to CA, proof of ownership of domain.

Create a Certificate Signing Request (CSR)

Provides CA with a copy of the Public Key along with X.509 attributes.

CA creates Digital Certificate,

Certificate created using details in CSR.

o [ pa [

CA signs newly created certificate using the
CA's Private key.

This proves the authenticity of the newly created Digital Certificate,

5|CA provides organisation with a copy of
their newly signed Digital Certificate.

This Digital Certificate is now authenticated by the CA and is usually
valid for a set period. Typically 1-3 years.

6|Organisation can now use Digital Certificate.

Organisation can now distribute this Digital Certificate with anyone

they wish to ensure secure communications.

Table 89 outlines the verification process,

carried out by the user.

Table 89: Digital Certificate Verification

steps 1-2 are automated in the browser, step 3 can be

Digital Certificate Verification

Description

Certificate is checked against CA's publickey. |Ensures Certificate Authenticity.

Check if Certificate has been revoked.

w NHE

Confirmed by checking the Certificate Revocation List (CRL)
or by using the Online Certificate Status Protocol (OSCP).

Visual inspection of Digital Certificate.

The Certificate can be checked manually to ensure it is
associated with the correct trusted domains, from a trusted
CA (e.g. Amazon Web Services (AWS), Comodo, Symantec).

Table 90 provides examples of certificate revocation.

Table 90: Digital Certificate Revocation

| Digital Certificate Revocation Examples

Description

Compromised Certificate.

Private key has been accessed.

Certificate erroneously issued

CA issued certificate without correct verification.

Details of certificate changes.

Change to X.509 attributes, e.g. Common Name (CN).

Table 91 Outlines the Transport Layer Security (TLS) used to encrypt traffic whilst data in transit [3].

Table 91: Trasport Layer Security

Transport Layer Security Protocol |Version (s) |Status | Details
Secure Sockets Layer (S5L) 1.0, 2.0, 3.0 |Unsecure |Earliest form of transport layer security and classed as vulnerable.
Transport Layer Security (TLS) 10,11 Unsecure |An upgrade of 55Lv3.0, but is still considered as vulnerable.
1.2 Defined in 2008, is fairly old protocol, but is still currently
Secure  |considered secure. Utilises AES encryption.
1.3 Secure |Utilises the latest cypher suites, highest form of encryption to date.
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Table 92 outlines email protocols used for transporting and securing messages:

Table 92: Email Protocols

Email Protocol
Post Office Protocol.

* Protocol used to facilitate transfer of emails.
* Downloads emails from server to a single device.
*Currently on version 3 (POP3)

Widely supported.

* Messages transferred in clear text.
* Legacy protocol.

Intemet Message ACess
Protocol.

* Protocol used by clients {such as Dutlook) to retrieve emails from an
email server.

* More advanced - can synchronise emails from server to multiple
devices.

= Widely supported.
* Can synchronise with multiple devices.

Messages transferred in clear text.

Post Office Protocol.

As POP3, with the addition of TLS encryption.

Messages are encrypted.

Provides Confidentiality, but not Integrity
lor Non-repudiation.

Internet Message Access
Protocol.

As IMAP, with the addition of TLS encryption.

are encrypted.

Provides Confiden
or Non-repudiation.

ity, but not Integrity

Secure/Multipurpose
Internet Message

* A Protocol that uses PKIto:
* Encrypt emails {Providing Confidentiality and Integrity)

* Provides ClA and Non-repudiation.
* Can support TLS, but is not reliant on TLS.

* Requires Digital Certificate addend

* Does not reply on PXI and Digital certificates,

* Utilises Public, Private and Session keys.

* PGP can be used in conjunction with Digital Signatures, to provide
Authentication.

* Utilises Asymmetric encryption
* However, does not rely on PKI
* Renowned for its strong encryption,

Extensions. * Add digital si { g -at N n * Certificate can be revoked.
and Integrity) * Email may not be viewable if receiving
device configured improperly.
Pretty Good Privacy * Can be used to Encrypt Emails, and Encrypting files. * Provides CIA and Non-f diati *C I - Not user friendly.

* Key Management Issues,
* Compatibility issues, both devices must
use the same version of PGP,

Sender Policy Framework

* Email authentication method.
* Provides email server authentication.

* Identifies genuine/trusted email servers

* Identifies malicous spam/phishing emails.
*\dentifies fraudulent emails from a domain
ownedby a legitimate organisation

* Domain reputation is maintained.

* §ystem Complexity
* SPF records isc

* DNS lookup limitations of SPF records,
leading to SPF authentication failures.

Domain Keys ldentified
Mail

* Email Authentication protocol.

* Uses Digital Signatures

* Detects forged sender addresses in emails.
* Stops kers from !

domain

* Widely supported.

* Provides Integrity, Authentication and Non-
repudiation.

*Identifies emails from potential attackers.

* Adds complexity
* Does not provide encryprion.
* Issues if DKIM configured incorrectly.,

Domain -based Message
Authentication, Reporting
& Conformance.

* Email Authentication, policy and reporting protocol.
* Works in conjunction with DKIM,
* Analyses DKIM applies a standard validation test:

* Checks IP Blocklist, Reputation Lists.

* Passed onto the user
* Placed in Quarantine
*Blocked

* Applies DMARE policy to determine how email should be forwarded:|

* Additional security measure to catch malicious
emails.

phishing before user receives email.

avoiding malware/ransomware being
downloaded and data breaches.

* System complexity
* Issues with DKIM records not kept up to

* Bro-actively quarantines or blocks emails spam / |date.

*Relies on DKIM being configured

= Avoids risk of user interacting with spam emails, [correctly.

* DMARC configuration/palicy issues.

IPSec is a VPN technology that can be used to provide encryption for data in transit. Table 93 provides

details of IPSec:

Table 93: IPSec details

IPSec Authentication Protocols

‘Authentication Header

n [Descri

AH * Provides a mechanism for authentication only.

* Ensures Integrity of data.
= Ensures Authentication of IP Packets sent.

Does not encrypt data.

Encapsulating Security Payload

* Provides Encryption for
* Can also provide Integrity and Authentication in

= Can provide Confidentiality, Integrity and
| Awailability.

* Adds complexity.
*Managing Encryption keys.

* Default IPSec configuration.

certain circumstances. * Encryption policies.
IPSec Mode Descripti dvantag Disadvantag,
Transport mode - * IP Data payload of packet is encrypted only * Reduced encryption requirements, Does not establish a fully
* Used for client-server communication. * Provides faster connectivity secure connection.

Tunnel mode

- * Full packet is encrypted - Header and Data.

*Used for site-to-site Virtual Private Networks [VPN)
* Full Tunnel where zll data sent via IPSec tunnel.

* §plit-Tunnel traffic destained for corporate network
sent via IPSec. All other traffic sent to interet.

= all data is encrypted va ESP.

* ESP provides Confidentiality, Integrity and
Availability.

*Provides a secure connection between
sites.

Additional overhead
required for full encryption
and packet encapsulation.
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Kerberos is a system used to secure the authentication process, designed to function on an untrusted

network Kerberos provides encryption for authentication data. Table 94 provides the main elements
of Kerberos [3] [161] [162] [163] [164]:

Table 94: Kerberos elements

Kerberos

Acronymn

Description

Authentication Server AS

The service that issues Ticket Granting Tickets used for authenticating

users, resources, devices or services within the domain.

Key Distribution Centre |KDC

Runs on a Windows Domain Controller (DC) and authenticates and
verifies user identities by using AD.

Ticket Granting Service |TGS

Service that issues tickets to access services within the domain or

Ticket Granting Ticket TGT

A Kerberos Ticket used to obtain other tickets.

A2.8 Service Level Agreement (SLA)

An SLA are formal contracts between a vendor and customer specifying the levels of service the
customer should expect and penalties if a vendor breaches the SLA this would usually be a fine.
Response times and availability of support are covered in SLAs.

Customer service is one of the key benefits of implementing ITIL, this is illustrated by best practice
number 29 “Service Level Management” which provides guidance on what services a customer should

expect. Table 95 below shows the typical response times to a service request as stated in an SLA:

Table 95: ITIL SLA Response Times [165]

Duration |Schedul

Priority 1 Response

15 min 24x7

Priority 1 Resolution

4 hours  [24x7

Priority 2 Response

1hour |8-5Weekdays Excluding Holidays

Priority 2 Resolution

9 hours  [8-5 Weekdays Excluding Holidays

Priority 3 Response

4hours |8-5 Weekdays Excluding Holidays

Priority 3 Resolution

18 hours |8-5 Weekdays Excluding Holidays

Priority 4 Response

9 hours |8-5 Weekdays Excluding Holidays

Priority 4 Resolution

45 hours |8-5 Weekdays Excluding Holidays

Utilising these practices ensures that the customer receives a timely response to their request based

on urgency.
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A2.9 Threat, Vulnerability Asset Worksheet

Fig.45 shows the Threat, Vulnerability, Asset (TVA) worksheet. This is another more granular method
of prioritising which vulnerabilities must be resolved first. The TVA worksheet considers each Threat
(e.g. Data breach, data loss), Vulnerability (Software/firmware vulnerability, and Asset (Servers, PCs,
COBO devices.

Threat 1 TIVIA3 | T1V1A4

Threat 2 T2V1A2 | T2V1A3

Threat 3 T3V1A1 | T3V1A2

Threat 4 T4V1A1

Threat 5
Threat 6

Threat n

Priority of 2 3 8
effort

Figure 44: TVA Worksheet [4]
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A2.10 Service Organisation Controls (SOC) Audits

Regular cybersecurity audits, known as Service Organisation Controls (SOC) audits are crucial to
maintaining a good cybersecurity posture and identify any potential vulnerabilities [3]. An audit can
provide advice and guidance on cybersecurity best practices and highlight any unknown flaws in
security. To standardise the approach to cybersecurity and information security the ISO/IEC 27001
and 27002 were introduced to provide resilience and maintain data Confidentiality, Integrity, and
Availability (CIA). The auditor will check the companies for their policies on passwords, user accounts,
backup regimes, network change logging (implementation of a change advisory board). Also, the
following procedures would be scrutinised:

¢ Incident Response
e Disaster Recovery procedures

* Business continuity plans

See Table 96 below that provides further details on SOC audits.

Table 96: SOC Audits (3]

Audit Type |Details
SOC1 Financial Audit

Cybersecurity audit describing the security measures in place to maintain CIA and avoid
SOC2: Type 1 |Disclosure, Alteration and Denial (DAD). Offers the auditor's opinion on their suitability.
As type 1 above, but auditor also provides the result of the effectiveness of the

SOC2: Type 2 |measures. Neither SOC2 audits would be released external to the organisation.

S0C3 Cybersecurity audit, meant for publication available on request.

A2.11 Continuity of Operation Planning (COOP)

The Continuity of Operation Planning (COOP) is a four-phase business continuity strategy programme
in the United States (US), see Fig.46. It is a federally sponsored standard, set out by the Federal
Emergency Management Agency (FEMA) that all government agencies must meet to ensure continuity
of operations if faced with a large disaster. It sets out the essential functions of an organisation, the
delegation of authority and the order of succession so that the agency can still function in the face of
a catastrophic event. The COOP strategy was introduced by President Eisenhower in the 1950s as a
response to the growing threat of nuclear war. The COOP strategy was activated for the first time
after the 9/11 attack in 2001.

Phase | Phase || Phase Il Phase IV
Readiness & Activation & Continuity of o
; : Reconstitution
Response Relocation Operations

Figure 45: Four phase COOP Strategy [ 3]
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